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EXECUTIVE SUMMARY  
Cognitive radio can be thought of as a radio or network of radios that automatically adjust its beha-
vior or operations to achieve desired objectives1

The objective of this report is to provide: 

; the key take away is that cognitive radios can ena-
ble a network that can make real-time adjustments, with little or no human intervention.  This tech-
nology is already used in military and commercial communications networks.  This report, the 
second in a series of reports written by the Wireless Innovation Forum, highlights how such capabil-
ities, residing in radios or implemented in a network, can improve the communications of public 
safety first responders.   

• Researchers and system developers with an understanding of desired cognitive capabil-
ities, from which technical requirements and specifications can be derived; 

• Public safety agencies with an understanding of the potential value of cognitive radio 
technology and an understanding of policy and procedural changes that may be required 
to fully utilize evolving cognitive radio technology and regulatory changes. 

• Regulatory agencies with an understanding of the regulatory issues and identification of 
potential changes that may be required to fully utilize evolving cognitive radio technolo-
gy to benefit public safety. 

This report outlines a hypothetical scenario of a major explosion at a chemical plant in a mid-sized 
metropolitan area.  The scenario was developed with input from public safety practitioners, com-
munications system engineers, and radio developers.  It provides the basis (events, activities, and 
timelines) required to analyze the impact of cognitive-based radio and network functions on first 
responder communications and mission effectiveness.   Based on the analysis, we conclude that the 
utilization of cognitive radio functions can dramatically increase the ability of Incident Command-
ers to meet their mission objectives.  

The report provides eight examples (defined as use cases) of how cognitive radio or network tech-
nology could be utilized, and explains in detail the technical, regulatory, and operational procedure 
developments required to make these capabilities available for public safety use. 

This report showcases the potential for improving first responders' communications capabilities 
through the application of cognitive functionality. The tailoring of wireless networks to meet varied 
incident requirements, enhance interoperability, improve system performance and manage scarce 
spectrum resource management are the functions of note for the stakeholder(s), and allow the com-
munications capabilities to adjust dynamically as an incident evolves. First responders can be confi-
dent that critical information will flow as needed despite changes in coverage, connectivity, and 
loading on communications systems. 

 

                                                 
1 Software Defined Radio Forum, SDRF Cognitive Radio Definitions. SDR Forum Report SDRF-06-R-0011, availa-
ble at www.wirelessinnovationforum.org.  

http://www.wirelessinnovationforum.org/�
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1 I ntr oduction 
The maturing of software defined radio technology, when combined with evolving concepts of cog-
nitive radio technology, holds great promise for public safety communications.  In a report released 
in 2006, the Public Safety Special Interest Group (SIG) of the Wireless Innovation Forum (SDR 
Forum Version 2.0) identified potential benefits of software defined and cognitive technology to 
public safety.2

This report is the second in a series of reports authored by the Forum, to develop and convey con-
cepts for the application of cognitive radio technology to enhance the communications capabilities 
of public safety first responders.  The purpose of this series of documents is to explore in greater 
detail specific examples of how cognitive applications can be used in public safety communications 
networks to enhance emergency communications capabilities. 

  One key area of interest defined in that report is cognitive applications. As a result of 
that initial study, the Public Safety SIG began an in-depth analysis of how cognitive technology can 
benefit public safety. 

The objectives of the Public Safety SIG in generating this series of documents are as follows: 

1. Provide researchers and system developers with an understanding of the desired cognitive 
and related functional capabilities, from which technical requirements and specifications can 
be derived; 

2. Provide regulatory agencies with an understanding of the type of regulatory issues, and 
identification of potential changes that may be required to fully utilize evolving cognitive 
radio technology for the benefit public safety; and 

3. Provide public safety agencies with an understanding of the potential value of cognitive 
radio technology and an understanding of the types of policy, procedural, and regulatory 
changes which may be required prior to deployment of this radio technology.  

1.1 The Wireless Innovation Forum Public Safety Special Interest Group 

The Software Defined Radio Forum Inc., doing business as the Wireless Innovation Forum, is an 
open, non-profit corporation dedicated to supporting the development, deployment, and use of open 
architectures for advanced wireless systems, with a mission to accelerate the proliferation of soft-
ware defined radio (SDR), cognitive radio (CR) and dynamic spectrum access (DSA) technologies 
in wireless networks to support the needs of civil, commercial, and military market sectors3

                                                 
2 SDR Forum, Software Defined Radio Technology for Public Safety, Software Defined Radio Forum Report SDRF-
06-A-0001-0.0, 14 April 2006, available at 

.  

www.wirelessinnovation.org.  
 
3 In 2009 the Forum underwent a major strategy review, led by representatives from multiple member organizations. 
The result was a revised strategic plan that included rebranding the organization as the Wireless Innovation Forum 
(SDR Forum Version 2.0). This change in name reflects the fact that member organizations within the Forum are 
driving innovation in areas beyond “Software Defined Radio” to include system of systems, ad-hoc networks, cogni-
tive radio, dynamic spectrum access, etc. The strategy update, including the name change, was put before the mem-
bers by the Board of Directors at the Annual Meeting of the members on 3 December 2009 where it was approved. 
The legal name of the organization remains “The Software Defined Radio Forum Incorporated”.  
 
The press release announcing the name change can be found here: 
http://www.businesswire.com/portal/site/home/permalink/?ndmViewId=news_view&newsId=20091203006419&ne
wsLang=en 

http://www.wirelessinnovation.org/�
http://www.businesswire.com/portal/site/home/permalink/?ndmViewId=news_view&newsId=20091203006419&newsLang=en�
http://www.businesswire.com/portal/site/home/permalink/?ndmViewId=news_view&newsId=20091203006419&newsLang=en�
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Activities focus on: 

• Developing requirements and/or standards for reconfigurable radio technologies, to in-
clude working in liaison with other organizations to ensure that Forum recommendations 
are easily adapted to existing standards and evolving wireless systems 

• Cooperatively addressing the global regulatory environment 

• Providing a common ground to codify global developments, 

• Serving as an industry meeting place 

The Public Safety Special Interest Group is one of several special interest groups within the Forum 
that bring together developers, users, regulators, and educators to address issues specific to the ap-
plication of advanced wireless technology within a particular domain or market area.  Goals of the 
Public Safety SIG are to interface with the public safety community (including both users and ven-
dors), to raise awareness of advanced wireless technologies, to publicize the activities of the Forum 
in addressing those issues, and to increase participation of the public safety community in the Fo-
rum.  The Public Safety SIG also interacts with other committees and working groups within the 
Forum to provide the public safety community’s inputs into the publications and initiatives underta-
ken by the Forum. In the case of this report, members of the Forum’s Security and Cognitive Radio 
Working Groups have participated in the preparation of this report. The Public Safety SIG is a 
unique venue, because participation in the SIG has historically included public safety organizations, 
land mobile radio vendors, manufacturers of SDR for military applications, software developers, 
researchers, and regulators. 

1.2 Document Overview 

The methodology for developing cognitive use cases is based on analysis of response to actual or 
hypothesized events.  This report is based on a hypothetical scenario of a chemical plant scenario, 
with events drawn from a number of sources including the chemical plant explosion scenario devel-
oped as part of the Project SAFECOM Public Safety Communications Statement of Requirements, 
and analysis of actual events such as the fire at a hazardous waste transfer plant in Apex, NC, in Oc-
tober 2006. 

The background and assumptions of our analysis are provided in Section 2. In Section 3, we provide 
an overview of the methodology to be used throughout this series of documents.  The scenario itself 
is presented in Section 4. Section 5 includes a discussion of cognitive radio technology use cases. 
Section 6 includes discussion of issues, such as security, that apply across multiple use cases de-
fined in Section 5. The report concludes with a summary in Section 7. 
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2 B ackgr ound and Assumptions 
As noted in the Introductory Section, the potential value of cognitive radio capabilities for public 
safety has already been identified.  In the Report on Software Defined Radio Technology for Public 
Safety4

1. First responders can better focus on the incident/threat by eliminating manual radio operations 
ranging from routine to complex through the use of cognitive radio applications to: 

, and based on subsequent work, the following potential observations were made about the 
potential impact of cognitive radio capabilities for public safety: 

a. Understand the local RF environment (e.g., vicinity of public safety incident); 

b. Detect available and authorized RF resources; 

c. Decide how to best operate within the existing infrastructure/network; 

d. Use geolocation, spectrum, and network awareness to minimize interference; 

e. Automatically reconfigure radio equipment and connect to networks and other radios as 
needed; and 

f. Learn how to perform these steps better the next time. 

2. Cognitive radio technology will enable a broad range of RF techniques that will improve per-
formance, interoperability, and efficiency. 

3. Cognitive radio technology is rapidly becoming a significant concept for all future communica-
tions systems and devices for two fundamental reasons: 

a. It enhances spectrum efficiency and improves user access by automatically making dynamic 
channel assignments, taking specialized measures to avoid harmful interference to others, 
and optimizing channel utilization. 

b. It enables “intelligent” self-configuring, auto-adapting systems and devices that will handle 
the growth trend of complex waveforms and user requirements. 

4. Public Safety must carefully balance spectrum efficiency benefits against the critical need for 
system reliability, robustness, security, “instant on,” and other application-specific requirements 
of the first responder. 

This report documents the efforts of the Public Safety SIG to explore and analyze the potential val-
ue of cognitive radio applications to public safety. 

2.1 Cognitive Radio Technology 

Cognitive radio technology (note definitions in the box that follows) is rapidly evolving as a signifi-
cant driver for emerging capabilities in advanced radio systems. Initial capabilities to adapt by se-
lecting frequencies automatically to prevent interference to legacy radio systems was successfully 
field-demonstrated under the Defense Advanced Research Projects Agency (DARPA) XG radio 
program in August, 2006.5

                                                 
4 Ibid. Section 4.3 Role of Cognitive Applications. 

  Demonstrations at the 2007 and 2008 DySPAN Conferences included 
real-time spectrum sensing/monitoring, secondary spectrum use by cooperating cognitive radios, 

5 Seeling, Frederick W., A Description of the August 2006 XG Demonstrations at Fort A.P. Hill, Proceedings of the 
IEEE Conference on Dynamic Spectrum Access Networks (DySPAN), April, 2007. 
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integrated policy engines, and cognitive radio development platforms.6

We also recognize that there are major issues that must be addressed before realizing the potential of 
cognitive radio technology.  For example, one of the challenges in dynamic spectrum access is the 
hidden node problem—assuming that a frequency can be utilized when in fact it is already in use by 
a transmitter or receiver “hidden” (electromagnetically) from the cognitive radio.  Another impor-
tant issue is that cognitive capabilities assume some level of automatic reconfigurability of the radio 
which could have implications on the size, weight, and/or power requirements of a portable public 
safety radio.  While not discounting the significance of these challenges, progress to date in this 
field suggests that they can be resolved to a level sufficient to realize the use cases outlined in this 
document. 

  Such demonstrations indi-
cate that these basic capabilities are achievable for public safety in the near term.  We recognize that 
from these building blocks it will still be necessary to continue development of functional capabili-
ties that will not only work with existing radio systems but that are also proven under field condi-
tions before such capabilities can be adopted for public safety use. 

                                                 
6 A summary of each of the demonstrated capabilities from the 2008 conference is available at  
http://cms.comsoc.org/eprise/main/SiteGen/DYSPAN_2008/Content/Home/demonstrations.html.  

http://cms.comsoc.org/eprise/main/SiteGen/DYSPAN_2008/Content/Home/demonstrations.html�
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Definitions 
(from SDRF Cognitive Radio Definitions. SDR Forum Report SDRF-06-R-0011) 

• Radio: (a) Technology for wirelessly transmitting or receiving electromagnetic radiation to facilitate trans-
fer of information.  (b) System or device incorporating technology as defined in (a). (c) A general term ap-
plied to the use of radio waves—from ITU-R Radio Regulations, Article 1 (Terms and Definitions, Section 
1.4). 

• Software Defined Radio: Radio in which some or all of the physical layer functions are Software Defined. 

• Software Defined: Software defined refers to the use of software processing within the radio system or de-
vice to implement operating (but not control) functions. 

• Adaptive Radio: Radio in which communications systems have a means of monitoring their own perfor-
mance and a means of varying their own parameters by closed-loop action to improve their performance. 

• Cognitive Capability: (not defined in SDRF Cognitive Radio Definitions. SDR Forum Report SDRF-06-R-
0011) Capabilities associated with cognitive radio, but unspecified in terms of how or where the capabilities 
are implemented.  Note—we use this tem to reflect functionality without implying whether the capability is 
implemented in a subscriber radio, network, or distributed across both. 

• Cognitive Node:  
o (Not defined in SDRF Cognitive Radio Definitions. SDR Forum Report SDRF-06-R-0011) A network 

node that has cognitive capabilities. 

• Cognitive Radio:  

o a) Radio in which communication systems are aware of their environment and internal state and can 
make decisions about their radio operating behavior based on that information.  The environmental in-
formation may or may not include location information related to communication systems. 

o b) Radio (as defined in a.) that utilizes Software Defined Radio, Adaptive Radio, and other technologies 
to automatically adjust its behavior or operations to achieve desired objectives 

• Cognitive Network: A cognitive network is a network able to establish links between its Cognitive Radio 
Nodes to provide connectivity and to adjust its connectivity to adapt to changes in topology, operating con-
ditions, or user needs.  A cognitive network consists of nodes that are cognitive radios.  In such a network, 
the cognitive abilities of the radio nodes include awareness of the network environment, network state and 
topology, and shared awareness obtained by exchanging information with neighboring nodes or other net-
work accessible information sources.  Cognitive decision making considers this collective information and 
is performed in coordination and/or collaboration with other nodes.   

• Public safety: the function of safeguarding the lives and property of the general population. 

• First responder: an individual from a police department, fire department, emergency medical team, or oth-
er similar organization. His/her responsibilities when responding to an incident are to take necessary action 
to save lives, protect the welfare of others, and inform other personnel of any potential danger at the scene 
of an incident. 

• Often the terms “first responder,” “emergency services,” and “public safety” are used interchangeably. 
These terms generally refer to the same group of people and functions.  We use the term “public safety” 
in this report, but in the International Telecommunication Union (ITU) and in many parts of the world, 
the phrase “public protection and disaster relief (PPDR)” is the agreed terminology. For convenience, 
we have used the term public safety consistently throughout the report, but the acronym “PPDR” could 
be substituted in all occurrences without changing the meaning of the text or the objectives of the re-
port. 
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2.2 Assumptions 

The analysis of the scenarios described in this document, and the conclusions that are drawn in Sec-
tion 7, are based on the following assumptions. 

1. We derive functional capabilities from identified use cases for enhanced communications 
capability. We recognize that the technology to realize these use cases is generally not avail-
able in current public safety radio systems.  In fact, the capabilities envisioned in this docu-
ment range from those that currently exist in some types of radios (but have not generally 
been implemented in public safety radios) to other capabilities that may require additional 
research & development.  While attempting to be forward-looking we also limited the scope 
of capabilities to those that could be reasonably achieved with extensions of technology that 
is at least in the research stage.   

2. As noted above, cognitive capabilities defined in the following use cases include technolo-
gies that have yet to be fully developed, and as such, the cost of implementing proposed ca-
pabilities is not addressed explicitly.  The Public Safety SIG has developed cost models for 
analyzing the cost-benefit tradeoffs of proposed SDR and cognitive capabilities7

3. The proposed use cases are not limited by existing regulatory regimes. We have attempted 
to be realistic in what regulatory changes are feasible.  But also, given a compelling use case 
for public safety, we assume that the regulatory community would consider appropriate 
changes to existing rules, so “feasibility” is not defined in terms of current thinking but ra-
ther in terms of the use cases defined in this document.  Thus for each use case documented 
in this report, we also identify regulatory issues that may need to be addressed. We also note 
that regulatory perspectives differ by country and world region; therefore adoption of regu-
latory changes identified in this document will vary by location.  

.  These 
cost models, upon completion, can be applied to the functional capabilities identified in this 
document to support further analysis of the cost implications and tradeoffs associated with 
implementation of the identified capabilities. 

4. In general we use the term “cognitive capabilities” in this document to reinforce the concept 
that the cognition required to support public safety communications is not likely to fully re-
side in a single radio or device.  More likely, cognitive capabilities that (a) collect informa-
tion about the RF environment, (b) make decisions about how to enhance communications 
capability, and (c) reconfigure infrastructure and subscriber equipment, will be distributed 
throughout multiple nodes within a public safety communications system. 

5. Many of the circumstances described in the scenario in Section 4 can be addressed through 
deployment of additional communications capabilities that do not involve cognitive capabil-
ities. If all events are known a priori, non-cognitive solutions can be implemented to account 
for those events.  However, major incidents and disasters are often characterized by cir-
cumstances that are beyond the scope of planning; in addition, fiscal realities preclude im-
plementation of contingencies for all possible situations.  The real power of cognitive capa-
bilities is to rapidly adjust to changes in the operating environment in order to maintain 
communications in the face of dynamic and often unanticipated circumstances.  Thus we as-

                                                 
7 SDR Forum, “Public Safety SDR Lifecycle Cost Estimation Workbook,” Report No. SDRF-09-P-0001-V1.0.0, 
available at http://www.sdrforum.org/pages/documentLibrary/documents/SDRF-09-P-0001-
V1_0_0_PSSIG_Cost_Spreadsheet.xls.  

http://www.sdrforum.org/pages/documentLibrary/documents/SDRF-09-P-0001-V1_0_0_PSSIG_Cost_Spreadsheet.xls�
http://www.sdrforum.org/pages/documentLibrary/documents/SDRF-09-P-0001-V1_0_0_PSSIG_Cost_Spreadsheet.xls�
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sume that the use cases discussed in this document are not specific cases that are optimally 
addressed by cognitive capabilities, but rather representative of a class of cases that can be 
effectively addressed by cognitive capabilities. 

6. Emergency communications in support of incident response are based on guidelines of ap-
propriate multi-agency incident command and coordination, such as the National Incident 
Management System (NIMS) in the United States, the Gold and Silver coordinating groups 
in London, and comparable incident command structures elsewhere. 

7. Scenarios assume non-cognitive legacy radios will continue to be used, and need to be con-
sidered within the solutions provided in the use cases. We assume that any implementation 
of cognitive radio capabilities will include capability to interoperate with and/or to avoid in-
terference with legacy (non-cognitive) radios.  

8. There may be a need to connect public safety radio system devices with non-public safety 
radios, such as commercial cellular network handsets.  Part of the use case analysis ad-
dresses the technical capabilities required to ensure that the public safety radios/networks 
are not compromised by the inclusion of the non-public safety radios. 

9. Cognitive radios are part of a broader set of capabilities for maintaining the safety of the 
public and responding to incidents. Cognitive radios support the communications, which in 
turn supports the allocation of resources and the command and control necessary to effec-
tively respond to an incident. As a result, in some cases we identify cognitive capabilities 
that are useful in ensuring that the right information is transmitted at the right time to the 
right people; in some cases the needed cognitive capability is a combination of the capabili-
ties of the communications system and the cognitive capabilities of associated applications. 
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3 M ethodology 
Our methodology used within this document establishes use cases within the context of multiple 
scenarios based on actual or credible hypothesized events relevant to public safety.  We analyze 
each scenario in detail to determine how cognitive radio capabilities could positively impact com-
munications supporting the public safety activity.  The results of each individual scenario analysis 
were compiled to create a final analysis of the potential application of cognitive radio technology 
for public safety applications, along with a description of technical, regulatory, and procedural is-
sues that must be considered and addressed prior to realizing the described benefits of enhanced 
communications capabilities. 

In each scenario we analyze the events to derive use cases.  This document includes analysis of a 
hypothetical scenario of a chemical plant explosion.  The analysis of each scenario follows a com-
mon approach: 

• Develop a timeline of events in the scenario.  (In this report, we also added architectural 
framework representations of some aspects of the scenario.) 

• Identify points in the timeline in which cognitive capabilities could enhance communica-
tions (the cognitive use cases).  For each use case, identify how the use case changes the 
physical, network, procedural, regulatory, and chronological elements of the scenario. 

• Analyze the derived use cases in terms of the technical, regulatory, and procedural issues 
that need to be addressed to achieve the enhanced communications. 

The remainder of this section describes this approach in more detail. 

3.1 Select Scenarios  

The first step in the overall methodology was to identify scenarios for analysis.  The scenarios need 
to be sufficiently rich in activity to support analysis of a broad segment of use cases, with sufficient 
realism to maintain credibility with the stakeholders (in the case of the public safety community), 
and sufficient detail to allow derivation of relevant cognitive radio capabilities from the use cases.  
The scenario selected for Volume 18 of this series was the series of bombings that took place in 
London on July 7, 2005. It was selected based on the credibility of a real scenario and the extensive 
documentation in after action reports9

3.2 Develop Timeline and Architectural Diagrams 

.  While that scenario provided an excellent starting point, and 
highlighted certain areas for cognitive capabilities, it did not reflect the whole breadth of possible 
use cases.  Thus for this volume we chose a hypothetical scenario, although it also incorporates as-
pects of real-life scenarios.  

The second step in the analysis process was to establish a detailed timeline of scenario events. Since 
the scenario described in this study is a hypothetical scenario, we used best estimates to establish a 

                                                 
8 SDR Forum, Use Cases for Cognitive Applications in Public Safety Communications Systems, Volume 1: Review 
of the 7 July Bombing of the London Underground, Document SDRF-07-P-0019-V1.0, 8 November 2007, available 
at www.wirelessinnovation.org. 
9 Greater London Authority, Report of the 7 July Review Committee, June 2006. 
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timeline of events.  We also developed some high level Operational View architecture diagrams to 
assist in documenting the actors and activities described in the scenario. 

3.3 Identify Capability Gaps  

Having established the scenario timeline, the next step was to identify those situations in which 
cognitive capabilities and dynamic spectrum access could have positively impacted the response(s) 
defined in the scenario.  We began by considering what types of communications capabilities gen-
erally available today would typically be employed for the specific scenario event. We then consi-
dered if there are limitations associated with those current capabilities (e.g., inability to establish a 
communications channel where information is needed, the time needed to set up a communications 
link does not meet the needs of the incident response, the communications channel is not sufficient-
ly reliable). We defined these limitations as “gaps” between technological capabilities that are cur-
rently available and those that would be ideal for incident response. In determining where there are 
gaps, we considered the following types of questions to determine whether cognitive radio technol-
ogy could enhance communications capabilities: 

• Are there communications capabilities and links that are needed and do not exist at that 
point in the scenario? 

• Are there communications capabilities and links that are established but need to be estab-
lished in a timelier manner? 

• Are there communications capabilities and links that are established in a timely manner 
whose performance needs to be improved? 

By considering these questions in context of the timeline of scenario events, we identified situations 
in which cognitive capabilities could enhance communications capabilities. The application of cog-
nitive radio capabilities to resolve these situations defines the scenario cognitive use cases described 
in this report. 

3.4 Analyze Use Case  

For each identified use case, the next step was to analyze each use case with respect to: 

• How cognitive capabilities would impact the communications of the responders, 

• How cognitive capabilities would potentially impact the response scenario, and 

• Any potential negative impacts that could occur if the cognitive capability were part of 
the scenario. 

We also recognize that the use cases described in Section 5 require functional capabilities that are 
not necessarily available using technology currently available. (In fact, one of the purposes of this 
document is to provide input to a gap analysis to identify technology readiness needs.)  As the focus 
of this document is on functional capabilities rather than available technologies, we deliberately at-
tempted to place as few constraints as possible on technologies that would need to be deployed to 
realize the use cases.  We considered capabilities that were realistic even if they would require fu-
ture research and development before they could be implemented.  The Public Safety SIG’s ap-
proach was to first lay a foundation of needed capabilities and then allow other researchers to assess 
the level of technological advancement required to realize the proposed capability. 
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Likewise, regulatory, policy, and procedural considerations did not constrain the identification of 
potential use cases.  Regulatory and procedural implications and/or required changes were also 
noted in the analysis section. 

When considering the use cases, we identified five aspects of the communications environment that 
are useful in framing key issues and challenges.  Each of these aspects may change over time: 

1. Physical:  This aspect is concerned with the physical world, including issues of geography, 
geometry, topography, proximity, density, RF propagation characteristics, and locale.  What 
resources are where, and how can they deploy to where they are needed?  How large is the 
area for which communications coverage is required?  What is the geometric distribution of 
injured people, hospitals with capacity available, and transport to move them?  How are res-
ponders moving during the scenario timeline and how is the geographic layout of the res-
ponders changing over time (e.g., expanding a perimeter)?   

2. Network:  This item deals with technical issues associated with how information flows dur-
ing normal operations, in response to the scenario emergency and the restoration of failed 
systems.  How are radio systems structured, and how do they connect with other networks 
such as personal area networks, commercial systems such as the telephone network or Wi-
Fi/WiMAX capabilities?  Is there a need for interoperability?  How much bandwidth is 
needed?  What Quality of Service is needed?  What kinds of terminals are available?  How 
do all the different agencies talk with each other and distribute data?  Does the network use 
infrastructure, via repeaters, direct peer to peer, or an ad hoc mesh topology?  What ra-
dio/user authentication mechanisms are used in the network?  What cryptographic algo-
rithms support communications security?  How are keys distributed? Can radio functionality 
be modified over the network, or is hands-on intervention needed?  

3. Procedural: This issue deals with the operational role of people in system management, in-
cluding authority, command, control, operating procedures, communications security proce-
dures, and activation of contingency plans.  Who develops contingency plans?  Are there 
memoranda of understanding (MoU) in place to establish communications interoperability 
rules and to ensure a chain of command is in place at the time of the incident?  Who has 
command and control of the situation?  Who authorizes individuals or groups to operate ra-
dios?  What is the registration process for new communications devices requiring authenti-
cation?  Who reviews requests for registration?  How are cryptographic keys managed and 
what are the respective roles of humans and system automation in key management?  Who 
reprograms radios?  Who assigns tasks and/or roles to the first responders? 

4. Regulatory: Regulators administer the use of spectrum by defining use rules/regulations, is-
suing licenses for radio operation, and resolving issues of interference,.  What legal modula-
tion techniques and frequencies can be used?  What are the rules for operation in unlicensed 
spectrum?  How can extra spectrum be temporarily made available during emergency condi-
tions?  Are frequency-sharing agreements currently in place?  What agencies have jurisdic-
tion? 

5. Chronological:  Time is an overarching consideration that applies to each of the other four 
aspects listed above.  During the time before a specific event, there is time for establishing 
organizations, procuring equipment, recruiting and training personnel, building networks, 
defining policies and procedures, and development of contingency plans.  When an event 
occurs, the first problem is awareness that something has happened, and then learning 
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enough to assess the situation.  Decisions are then needed to determine the nature of the re-
sponse, what resources to commit to it, and what actions to pursue.  Operations continue un-
til the emergency is resolved and emergency response units involved stand down.  After the 
event is over, an after-action review considers how well the operations were executed, and 
how lessons learned can be used to improve preparedness for future emergencies.  A prima-
ry value of cognitive radio capabilities is to support first response users by adapting to a 
changing RF environment much more effectively than today’s non-cognitive systems can. 
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4 C hemical Plant E xplosion Scenar io 
This is a sequential discussion of events of a hypothetical scenario in which there is an explosion at 
a chemical plant located in an industrial section of a mid-sized city. Some notes about the scenario: 

Events in the scenario are synthesized from multiple sources, including the SAFECOM Statement 
of Requirements/TR-8 Broadband Task Group scenario, and also after action reports describing a 
fire at a hazardous materials transfer station in Apex, North Carolina in October, 2006. Specific ad-
ditional events have been incorporated into this scenario to illustrate specific capabilities of cogni-
tive radio technology. 

The setting, Central City, is taken from the FEMA Integrated Emergency Management Course do-
cumentation (Document SM100.1, August 1999) Figure 1 provides geospatial reference for the sce-
nario. Two changes to Central City were made for this scenario. First, the size of the chemical plant, 
which is unspecified in FEMA document, is designated to be approximately the size of the plant in 
the SAFECCOM Statement of Requirements. Second, a small Army base with a research facility 
has been added within Central City. In addition, the scenario assumes the following communica-
tions networks: 

• Public Safety Land Mobile Radio (LMR): Central City public safety agencies (EMS, 
Fire, and Police) use a digital trunked 700 MHz LMR system for voice communications. 
Talk groups have been established for each first response discipline, plus talk groups are 
programmed into the system for command use and for interagency interoperability. 
County, State Police, and other agencies in the region are not authorized subscribers on 
the Central City system. 

• Chemical Plant Security Voice Network: The chemical plant has an industrial security 
and fire suppression team on-site. They normally utilize a UHF radio system for voice 
communication. A crossband repeater located at the plant is used to patch the plant secu-
rity radios to a 700 MHz fireground channel for use during emergencies to communicate 
with first responders. 

• Public/Private 700Mhz Broadband Data Network: There is a 700 MHz wireless 
broadband system that has been deployed in the Central City area as part of a pub-
lic/private partnership, using spectrum shared between public safety and commercial us-
ers. The use of network resources is governed by a network sharing agreement that al-
lows greater commercial use of resources during non-emergency situations but network 
capacity reverts to public safety use, as a priority, during emergency situations. The net-
work is installed along the I-107 corridor, so other public safety agencies do not typically 
have equipment or public safety access rights to the system. 

• Incident Area Network: An ad hoc network is established in the immediate area of the 
chemical plant, operating at 4.9GHz. 

The scenario only attempts to capture major events that could impact the communications require-
ments of the first responders. Numerous other aspects of the scenario are not detailed. 

The scenario is presented in two formats. The first format is a narrative sequence of events. The 
second is a table format in which the sequence of events is organized, along with notes on commu-
nications activities and issues, and potential applications of cognitive technology. These potential 
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applications will form the basis of described use cases.  Architectural diagrams are included to assist 
in depicting the communications needs defined within the scenario. 

 
Figure 1:  Scenario Map 
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4.1 Narrative of the Scenario 

1. A large explosion occurs, early one afternoon, at a chemical plant in the industrial area of 
southwestern Central City. The force of the blast shatters windows in several buildings in the 
plant complex and damages houses in the surrounding area. In the immediate vicinity of the 
explosion there are a number of casualties, both wounded and deceased. In addition, flying 
glass injures students within Harris High School, located across the street from the chemical 
plant. A large fireball is visible, followed by flames. The plant’s alarm system automatically 
alerts 911 Public Safety Answering Point (PSAP) personnel. 

2. Fire, Law Enforcement (LE) and Emergency Medical Service (EMS) units are dispatched to 
the incident; within minutes the 911 PSAP is flooded with calls from motorists and residents. 
Responders arriving at the immediate vicinity of the explosion establish an Incident Area 
Network (IAN) for communication. 

3. The explosion destroys the cross-band voice repeater used to link the Plant Security Voice 
Network with the Public Safety LMR system. 

4. The Battalion Chief arrives on the scene with the first responding units, assumes incident 
command, and establishes a Mobile Command Center (MCC) in the back of a command 
vehicle. The MCC is located at the southwest corner of the plant property. After briefly 
surveying the area, the Incident Command (IC) team initiates use of their mobile command 
center and begins to receive information from the Incident Area Network created by the on-
site first responder vehicles and personnel. 

5. The city Emergency Operations Center (EOC) is activated and communications established 
with IC personnel at the MCC. 

6. Initial responders don Personal Protective Equipment (PPE) then begin to fight the fire and 
evacuate wounded people that can be reached out of the immediate area. 

7. An initial incident perimeter is established. Law enforcement personnel are assigned to 
perimeter control and to also evacuate Harris High School. 

8. A thickening whitish cloud is emanating from the fire scene. Wind direction is from the 
southeast, spreading the plume north and west of the plant fire. Personnel caught in the cloud 
without protection begin exhibiting respiratory problems and either evacuate the area or don 
PPE. Meanwhile (non-Fire) EMS personnel establish triage and command areas outside hot 
zone/plume area and begin to direct the available resources to identify and handle casualties. 
The location of the triage/treatment area is disseminated to all first responders on-scene, and 
area medical facilities are alerted as to the status of the triage/treatment area. 

9. The cloud spreads across I-107, adjacent to the plant. Reduced visibility and possibly the 
effects of the chemicals result in a chain-reaction automobile accident. Additional fire and 
EMS units are required at this accident scene. 
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10. IC personnel direct dispatchers to initiate a reverse 911 notification. People in the immediate 
vicinity of the cloud are directed to take shelter in place; other people are told to evacuate. 
Police officers assist in notifying and evacuating residents. Additional incident command 
staff begins to download plant building plans, materials manifests, hazmat databases, 
weather, plume modeling, etc. – while en route to the scene. 

11. The evacuation zone includes the Lower Allen Nursing Home, the Liberty County Prison, 
and McNamara High School. Mutual response personnel, including Liberty County Sheriff’s 
deputies, Columbia State Police; and police officers from Apple Valley, Deep River, and 
Fisherville, arrive to assist with the evacuation of nursing home residents. Responders from 
outside agencies arriving at the incident scene are authenticated into the network. 

12. Prisoners are moved from the jail to state prison facilities. National Guard MPs assist in 
moving the prisoners onto buses. 

13. The Law Enforcement (LE) Branch is directed by IC to coordinate with the Department of 
Transportation (DOT) to configure traffic management assets, such as traffic lights and 
electronic signs, to divert traffic away from the incident. The accident on I-107 creates a 
major traffic jam.  

14. As the plume spreads, panicky evacuees abandon motor vehicles and flee on foot. Tow trucks 
are required to clear the streets of abandoned vehicles to facilitate the movement of 
emergency vehicles  

15. Loading on the Public/Private 700 MHz Broadband Data Network reaches the criteria of an 
emergency as defined in a network sharing agreement. System resources are reallocated so 
that network capacity is made available for public safety users and reduced for commercial 
users. 

16. A survey of the explosion area is conducted by LE, Fire, and EMS personnel to record 
geolocation data for casualties, fires, evidence, and the incident perimeter, etc. This 
information is made available to the IC as an on-line GIS overlay of the explosion area. 
Network operational information (location and operating parameters of radios, detected 
signal strength information, spectrum sensing data) is also provided to the COML.   

17. As the cloud grows, IC orders the MCC to relocate to a park area several blocks south of the 
plant. The evacuation area is increased and includes the small Army base located west of 
town which houses a research facility. 

18. Even with the 700 MHz data network resources assigned to public safety, the network slowly 
reaches capacity. Additional sensors begin transmitting personnel health status information, 
RFID tags are used for asset management, patient status, etc.  Video is used extensively to 
provide information from inside the cloud to IC. 

19. There is significant interference on some of the channels of the Public Safety LMR system. 
Some firefighters inside the chemical plant itself are having significant difficulty in 
communicating due to interference. 
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20. Additional responders are assigned to the event and the geographic scope of the incident 
continues to increase. 

21. Performance of the Public Safety LMR system degrades after a reallocation of frequencies. 

22. IC queries the plant manager to attempt to understand what action may have caused the 
explosion. A temporary network is set up among several police officers and firefighters 
deployed around the site, equipped with radios and video equipment, and plant engineering 
staff located at an out of state corporate headquarters. The corporate engineering staff brings 
up incident video on a computer screen at corporate HQ etc.; HQ engineering staff postulates 
potential sabotage scenarios that could create the circumstances of this incident. 

23. Data from HazMat sensors located on the responder PPE equipment is sent to the EOC for 
input to the plume model that runs on the computers there. Updated projections of the plume 
model are then sent to IC staff. 

24. Firefighters observe liquid being released in the area of the fire. The Department of Public 
Works (DPW) is contacted to bring in earthmoving equipment to build a containment berm 
around the site. 

25. Upon further investigation by LE and Fire assets, IC determines that this explosion may not 
have been an accident; IC directs LE to treat the area as a crime scene and assigns LE 
detectives to begin an investigation of the crime scene in coordination with Fire 
Investigators.  The Explosive Ordinance Disposal (EOD) team arrives and initiates a 
secondary explosive device search using remotely controlled robotic devices.  When 
finished, the Unit Commander of the EOD team notifies the LE Branch of IC that no 
secondary explosive devices have been found.   

26. The EMS Branch continues to coordinate the efforts of EMS assets. As casualty information, 
collected via the RFID tags used by personnel in the field, is displayed onto the command 
screen the most critical cases are selected for transport to the nearest available hospitals. The 
EMS Branch believes that the on-scene casualties will overburden the medical facilities 
selected to handle them. The transportation officer is directed to query the local medical 
facilities as to their status, and their capacity to accept casualties and what types of casualties 
can be received. Casualty statistics are available on demand by IC and the EM. In addition, 
the local medical centers coordinate through the city EOC regarding resource availability. 

27. Industrial firefighters and environmental health consultants arrive from outside the region, 
via police escort. These units do not have standing mutual aid agreements in place with the 
Central City agencies. 

28. A fast moving weather system shifts the wind and plume direction. A new evacuation zone is 
identified, requiring evacuation of the Hill Top Nursing Home. The MCC is also relocated.  

29. Over time the incident is gradually brought under control. All casualties are transported to 
medical facilities; and the fire at the plant is brought under control. 
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30. The IC is notified that all of the fires have been eliminated, the hazardous chemical spill has 
been contained,  all of the casualties have been evacuated to appropriate medical facilities, 
evacuated residents are allowed re-entry, and that the coroner has been directed to begin 
removal of corpses.   

31. First responders who are no longer needed for the incident response are released (and return 
to home jurisdictions if appropriate). 

32. As part of the after action analysis of the incident response by Central City personnel, a 
detailed analysis of the communications is required. 

4.2 Timeline of Events 

Event 
Communication Ac-
tivity with Current 

Capabilities 
Gap Potential Cognitive 

Capability 
1. A large explosion 
occurs, early one 
afternoon, at a chemical 
plant in the industrial 
area of southwestern 
Central City. The force 
of the blast shatters 
windows in several 
buildings in the plant 
complex and damages 
houses in the 
surrounding area. In the 
immediate vicinity of the 
explosion there are a 
number of casualties, 
both wounded and 
deceased. In addition, 
flying glass injures 
students within Harris 
High School, located 
across the street from the 
chemical plant. A large 
fireball is visible, 
followed by flames. The 
plant’s alarm system 
automatically alerts 911 
Public Safety Answering 
Point (PSAP) personnel. 

Communications are occur-
ring between dispatch and 
the fire units and police 
units over the trunked radio 
system. Existing land mo-
bile radio (LMR) system 
accommodates all traffic. 
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Event 
Communication Ac-
tivity with Current 

Capabilities 
Gap Potential Cognitive 

Capability 
2. Fire, Law 
Enforcement and 
Emergency Medical 
Service (EMS) units are 
dispatched to the 
incident; within minutes 
the 911 PSAP is flooded 
with calls from motorists 
and residents. 
Responders arriving at 
the immediate vicinity of 
the explosion establish 
an Incident Area 
Network (IAN) for 
communication. 

Communication continues 
among dispatch and the 
first responders.  911 calls 
are coming into the PSAP 
from landlines and cell 
phones.  
911 calls overwhelm the 
system, exceeding system 
capacity. Existing land mo-
bile radio (LMR) system 
accommodates all voice 
communications traffic 
among first responders and 
dispatch. 

  

3. The explosion 
destroys the cross-band 
voice repeater used to 
link the Plant Security 
Voice Network with the 
Public Safety LMR 
system. 

Plant personnel are initially 
unable to communicate 
with the first responders 
due to the damage to the 
cross connect voice repeater 
that was intended to pro-
vide connectivity between 
plant security and first res-
ponders. A preconfigured 
tactical crossband repeater 
is deployed. Existing 
equipment meets need. 

  

4. The Battalion Chief 
arrives on the scene with 
the first responding units, 
assumes incident 
command, and 
establishes a Mobile 
Command Center (MCC) 
in the back of a 
command vehicle. The 
MCC is located at the 
southwest corner of the 
plant property. After 
briefly surveying the 
area, the IC team 
initiates use of their 
mobile command center 
and begins to receive 
information from the 
Incident Area Network 
created by the on-site 
first responder vehicles 
and personnel. 

On site communications 
continues among first re-
sponders. On-site tactical 
channels are assigned for 
voice communications.  
An Incident Area Network 
(IAN) among first respond-
ers is established to relay 
information such as loca-
tion data, biometric moni-
toring, and so on. Existing 
equipment meets need. 
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Event 
Communication Ac-
tivity with Current 

Capabilities 
Gap Potential Cognitive 

Capability 
5. The city Emergency 
Operations Center is 
activated and 
communications 
established with IC 
personnel at the MCC. 

Voice and data communica-
tions are required between 
IC and the off-site EOC. 
Voice communications uses 
the Central City Public 
Safety LMR system, and 
data uses the shared Broad-
band Network. 

  

6. Initial responders don 
PPE then begin to fight 
the fire and evacuate 
wounded people that can 
be reached, out of the 
immediate area. 

First responders continue 
communications using 
LMR equipment and data 
from sensors integrated into 
the PPEs (biometric data, 
hazard detection data etc.). 

With current equipment, 
sensors do not coopera-
tively use spectrum effi-
ciently. When a large 
number of sensors are 
deployed in a small area, 
contention for spectrum 
leads to information 
being delayed, dropped, 
or blocked, and the num-
ber of sensors that can 
be deployed in the area 
is limited. 

Responders wearing the PPE 
have wireless sensors that 
form an ad hoc network us-
ing unused spectrum (listen 
before talk) with cognitive 
technology.  They report the 
sensor readings back to the 
MCC which is monitoring 
the environment in which the 
first responders are working.  
Sensors automatically acti-
vate and deactivate when 
equipment is donned or re-
moved or manually. Data rate 
is adjusted as a degree of 
threat; threat can be defined 
in terms of data itself (if no 
nuclear detection, send less 
frequently unless detections 
start); location based (closer 
to hot spot, more frequent), 
etc. 

7. An initial incident 
perimeter is established. 
Law enforcement 
personnel are assigned to 
perimeter control and to 
also evacuate Harris 
High School. 

Police personnel need to 
communicate for traffic 
control and evacuation.  
Channels/talk groups are 
assigned on the LMR sys-
tem for perimeter control 
coordination and evacua-
tion. Police use in-place 
LMR equipment and chan-
nels. 
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Event 
Communication Ac-
tivity with Current 

Capabilities 
Gap Potential Cognitive 

Capability 
8. A thickening whitish 
cloud is emanating from 
the fire scene. Wind 
direction is from the 
southeast, spreading the 
plume north and west of 
the plant fire. Personnel 
caught in the cloud 
without protection begin 
exhibiting respiratory 
problems and either 
evacuate the area or don 
PPE. Meanwhile (non-
Fire) EMS personnel 
establish triage and 
command areas outside 
hot zone/plume area and 
begin to direct the 
available resources to 
identify and handle 
casualties. The location 
of the triage/treatment 
area is disseminated to 
all first responders on-
scene, and area medical 
facilities are alerted as to 
the status of the 
triage/treatment area. 

The Incident Command 
Structure (ICS) is structured 
based in part on available 
communications capabili-
ties. Talk groups and chan-
nel assignments are made 
based on the availability of 
communications resources. 
Personnel are assigned 
within the ICS based in part 
of communications capabil-
ities.  
 

  

9. The cloud spreads 
across I-107, adjacent to 
the plant. Reduced 
visibility and possibly 
the effects of the 
chemicals result in a 
chain-reaction 
automobile accident. 
Additional fire and EMS 
units are required at this 
accident scene. 

Responders at the accident 
scene require tactical voice 
communications among 
themselves while respond-
ing to the accident. 
Voice communication is 
also required with IC per-
sonnel to coordinate evacu-
ation routes, utilize the tri-
age area, etc… 
However, these additional 
communications needs in-
crease bandwidth require-
ments in the immediate area 
of the incident. All res-
ponders are utilizing the 
existing LMR for voice 
communications and the 
shared broadband network 
for data communications. 
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Event 
Communication Ac-
tivity with Current 

Capabilities 
Gap Potential Cognitive 

Capability 
10. IC personnel direct 
dispatchers to initiate a 
reverse 911 notification. 
People in the immediate 
vicinity of the cloud are 
directed to take shelter in 
place; other people are 
told to evacuate. Police 
officers assist in 
notifying and evacuating 
residents. Additional 
incident command staff 
begins to download plant 
building plans, materials 
manifests, hazmat 
databases, weather, 
plume modeling, etc. – 
while en route to the 
scene. 

Police officers require 
communications to coordi-
nate evacuation efforts and 
perimeter control activities. 
IC requires broadband data 
capabilities to download 
information. Existing LMR 
and broadband network 
used. 

  

11. The evacuation zone 
includes the Lower Allen 
Nursing Home, the 
Liberty County Prison, 
and McNamara High 
School. Mutual response 
personnel, including 
Liberty County Sheriff’s 
deputies, Columbia State 
Police; and police 
officers from Apple 
Valley, Deep River, and 
Fisherville, arrive to 
assist with the 
evacuation of nursing 
home residents. 
Responders from outside 
agencies arriving at the 
incident scene are 
authenticated into the 
network. 

Outside agency responders 
who are not subscribers to 
the Central City Public 
Safety LMR cannot imme-
diately communicate to 
other incident responders. 
Currently deployed tech-
nology requires a network 
gateway, radio cache, or 
shared channel (including 
air interface). 
Communications is re-
quired between arriving 
first responders and the 
local network infrastructure 
to verify that the responders 
have the appropriate cre-
dentials to be allowed ac-
cess to the network. Ap-
propriate authentication 
protocols are used. 

Gateways tie up multiple 
frequencies/ channels 
for a single “conversa-
tion”, are spectrally inef-
ficient, and only work if 
the users are within the 
coverage area of the 
systems or radios being 
linked. Caches require 
ongoing maintenance 
and are a resource that is 
otherwise underutilized. 
Shared channels are only 
viable in specific situa-
tions 

Voice radios of responding 
agencies are not compatible; 
radios are reprogrammed 
over the air as needed once 
users are authenticated into 
the system. 
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Event 
Communication Ac-
tivity with Current 

Capabilities 
Gap Potential Cognitive 

Capability 
12. Prisoners are moved 
from the jail to state 
prison facilities. National 
Guard MPs assist in 
moving the prisoners 
onto buses. 

Outside agencies do not 
have channels for commu-
nication. The radio system 
for the jail only provides 
coverage in the immediate 
vicinity of the jail. Normal 
transport channels are un-
available. School buses 
which are being used to 
move prisoners only have 
legacy voice radio equip-
ment programmed to the 
school bus system frequen-
cies.  

Normal transport chan-
nels are unavailable, Jail 
radio system does not 
provide coverage 
beyond the jail grounds.  
School bus radios are 
not reconfigurable 

Radios carried by jail and 
national guard personnel are 
reprogrammed to include a 
free interoperability channel, 
the State Prison System 
Transport channel, as well as 
the ICS assigned channel for 
emergencies.   

13. The LE Branch is 
directed by IC to 
coordinate with the 
Department of 
Transportation (DOT) to 
configure traffic 
management assets, such 
as traffic lights and 
electronic signs, to divert 
traffic away from the 
incident. The accident on 
I-107 creates a major 
traffic jam.  

Data is transmitted to con-
trol traffic signals and up-
date variable message 
signs. 
Data  is also transmitted to 
in-car navigation sys-
tems.(e.g., updates to the 
status of evacuation routes, 
location of the hazardous 
plume) 
 

Methods for rapidly 
communicating location 
specific information to 
first responders as well 
as civilians are limited. 

Cognitive capabilities also 
reconfigure the network to 
support coordination with in-
vehicle navigation systems 
(first responders & civilians). 
 

14. As the plume 
spreads, panicky 
evacuees abandon motor 
vehicles and flee on foot. 
Tow trucks are required 
to clear the streets of 
abandoned vehicles to 
facilitate the movement 
of emergency vehicles  

A voice gateway must be 
set up to allow law en-
forcement, Dept of Trans-
portation, and tow truck 
operators to communicate.  
 

The tow truck operators 
have legacy equipment 
(e.g., two-way or Citi-
zens Band radio) that 
cannot be reconfigured, 
and do not share chan-
nels with public safety 
networks. Manual set up 
of the necessary gateway 
patch requires time and 
specialized expertise. 

Since tow truck operators do 
not have advanced reconfi-
gurable radios, the public 
safety network automatically 
configures a gateway patch to 
link IC staff with DoT and 
tow truck operators as 
needed. 
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Event 
Communication Ac-
tivity with Current 

Capabilities 
Gap Potential Cognitive 

Capability 
15. Loading on the 
Public/Private 700Mhz 
Broadband Data 
Network reaches the 
criteria of an emergency 
as defined in a network 
sharing agreement. 
System resources are 
reallocated so that 
network capacity is made 
available for public 
safety users and reduced 
for commercial users. 

Broadband data commu-
nications requirements ex-
ceed network capacity re-
quired for routine public 
safety operations. 

With current technology, 
data is delayed or trans-
missions are 
blocked/dropped. Any 
attempt to manage use 
of the spectrum is ma-
nual. No additional ca-
pabilities can be ac-
cessed. 

Network automatically (using 
cognitive capabilities) identi-
fies emergency criteria, and 
reallocates spectrum from 
commercial to public safety 
use as per a network sharing 
agreement. Additional chan-
nels/capacity is automatically 
allocated in real-time, based 
on ongoing bandwidth re-
quirements. 
Availability of additional 
network capabilities such as 
satellite broadband services 
are also assessed, and data is 
routed as needed using addi-
tional capabilities. 

16. A survey of 
explosion area is 
conducted by LE, Fire, 
and EMS personnel to 
record geolocation data 
for casualties, fires, 
evidence, and the 
incident perimeter, etc. 
This information is made 
available to the IC as an 
on-line GIS overlay of 
the explosion area. 
Network operational 
information (location and 
operating parameters of 
radios, detected signal 
strength information, 
spectrum sensing data) is 
also provided to the 
COML.   

The Incident Commander 
and Comm Unit Leader 
require information on the 
RF environment and the 
location of communications 
assets to most efficiently 
management the communi-
cations resources.  

Information regarding 
the RF environment and 
location of com-
munications assets is not 
available for network 
operations management 

RF and geolocation in-
formation is transmitted to 
the Comm Unit Leader. The 
Comm Unit Leader uses the 
information for network 
management (power output, 
talk group assignment, fre-
quency reuse). 

17. As the cloud grows, 
IC orders the MCC to 
relocate to a park area 
several blocks south of 
the plant. The evacuation 
area is increased and 
includes the small Army 
base located west of 
town which houses a 
research facility. 

Voice channels/talkgroups 
established via the LMR 
system for communication 
between Army and IC.   

Current technology re-
quires a gateway, cache, 
or shared channel which 
are limited (see Event 
11). 

Voice radios of responding 
agencies are not programmed 
correctly for the incident; 
radios are reprogrammed 
over the air as needed. 
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Event 
Communication Ac-
tivity with Current 

Capabilities 
Gap Potential Cognitive 

Capability 
18. Even with the 
700MHz data network 
resources assigned to 
public safety, the 
network slowly reaches 
capacity. Additional 
sensors begin 
transmitting personnel 
health status information, 
RFID tags are used for 
asset management, 
patient status, etc.  Video 
is used extensively to 
provide information from 
inside the cloud to IC. 

The increasing data trans-
missions overwhelm the 
available communications 
capabilities.   

With current technology, 
data is delayed or trans-
missions are 
blocked/dropped. Any 
attempt to manage use 
of the spectrum is ma-
nual. No additional ca-
pabilities can be ac-
cessed. (See Event 13.) 

Cognitive capabilities sup-
port QoS/bandwidth man-
agement; some functionality 
can be incorporated into poli-
cy. Vital sign monitoring 
data refresh rate is reduced, 
and frame rate reduction is 
applied to some video pro-
viding back to IC from inside 
the cloud. 

19. There is significant 
interference on some of 
the channels of the 
Public Safety LMR 
system. Some 
firefighters inside the 
chemical plant itself are 
having significant 
difficulty in 
communicating due to 
interference. 

Voice transmissions must 
frequently be repeated. 

The only recourse is to 
manually determine 
whether there is a differ-
ent frequency/ channel 
available for use (which 
requires the frequency to 
already be programmed 
into each user’s radio, or 
hands-on manual re-
programming.) 

Cognitive based interference 
mitigation techniques reduce 
the interference on the chan-
nel. In some cases the level 
of interference cannot be 
managed, and the COML is 
alerted to the problem and 
alternatives that can be im-
plemented. In some cases, 
radios are reconfigured over 
the air to utilize new chan-
nels.  

20. Additional 
responders are assigned 
to the event and the 
geographic scope of the 
incident continues to 
increase. 

The trunked voice radio 
system begins to reach ca-
pacity, and there are few 
other channels that can be 
utilized for incident com-
mand. 700 MHz national 
interop channels are as-
signed for use in this inci-
dent and made unavailable 
for other uses in the region.  
Despite these steps, capaci-
ty limits are again reached. 
A spectrum mutual aid 
agreement is exercised that 
allows frequencies that are 
normally licensed to Me-
tropolis Police Department 
to be used by the IC. 

Without the ability to 
perform real-time ad-
justments to the system, 
increasing numbers of 
calls are queued. 
 
 
 
 
 
Exploiting the additional 
frequencies with current 
technology is extremely 
difficult as each radio 
would need to be repro-
grammed manually. 

Policy definitions are in-
corporated into the cognitive 
capabilities that determine 
the allocation of frequencies. 
Monitoring devices monitor 
capacity and reassign chan-
nels/frequencies as needed. 
Non-mission critical commu-
nications is reassigned to 
unlicensed frequencies (per-
haps TV white space). 
Cognitive capabilities sup-
port over the air recon-
figuration of radios. 
 

21. Performance of the 
Public Safety LMR 
system degrades after a 
reallocation of 
frequencies. 

The performance of the 
voice network degrades as a 
result of changes made in 
previous events.  

With current technology 
performance issues must 
be addressed manually. 

Cognitive capabilities include 
a “rollback” provision that 
allows changes to be re-
tracted to a previously de-
fined state. 
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Event 
Communication Ac-
tivity with Current 

Capabilities 
Gap Potential Cognitive 

Capability 
22. IC queries the plant 
manager to attempt to 
understand what action 
may have caused the 
explosion. A temporary 
network is set up among 
several police officers 
and firefighters deployed 
around the site, equipped 
with radios and video 
equipment, and plant 
engineering staff located 
at an out of state 
corporate headquarters. 
The corporate 
engineering staff brings 
up incident video on a 
computer screen at 
corporate HQ etc.; HQ 
engineering staff 
postulates potential 
sabotage scenarios that 
could create the 
circumstances of this 
incident. 

Video and other data com-
municated from sensors 
through Incident Area Net-
work out to Wide Area 
Network. Currently avail-
able gateways can be used 
to create the necessary in-
ter-network connections.  

Tools for management 
of data flow between 
disparate networks, par-
ticularly if the data rates 
and capacities of the 
networks are sig-
nificantly different, are 
limited. 

Cognitive-based bandwidth 
management may be applied 
to manage data flow on each 
network and between net-
works. 

23. Data from HazMat 
sensors located on the 
responder PPE 
equipment is sent to the 
EOC for input to the 
plume model that runs on 
the computers there. 
Updated projections of 
the plume model are then 
sent to IC staff. 

Monitoring data is transmit-
ted to the EOC; modeling 
data back to IC. Existing 
links are used to transmit 
the data.   

Current tools for band-
width management are 
limited. 

Cognitive capabilities are 
used to optimize backhaul 
(can include satellite com-
munications) 
Cognitive capabilities of the 
sensors are used to identify 
appropriate frequencies for 
communication. 

24. Firefighters observe 
liquid being released in 
the area of the fire. DPW 
is contacted to bring in 
earthmoving equipment 
to build a containment 
berm around the site. 

Voice channels/talk groups 
are established on the 
trunked radio system for 
communication among IC 
and DPW. Current technol-
ogy for channels/talk 
groups is adequate. 

  



  Public Safety Special Interest Group 
 Use Cases for Cognitive Applications in Public Safety Communications Systems Volume 2 
 WINNF-09-P-0015-V1.0.1 

Copyright © 2010 The Software Defined Radio Forum Inc. Page 26 
All Rights Reserved 

Event 
Communication Ac-
tivity with Current 

Capabilities 
Gap Potential Cognitive 

Capability 
25. Upon further 
investigation by LE and 
Fire assets, IC 
determines that this 
explosion may not have 
been an accident; IC 
directs LE to treat the 
area as a crime scene and 
assigns LE detectives to 
begin an investigation of 
the crime scene in 
coordination with Fire 
Investigators.  The EOD 
team arrives and initiates 
a secondary explosive 
device search using 
remotely controlled 
robotic devices.  When 
finished, the Unit 
Commander of the EOD 
team notifies the LE 
Branch of IC that no 
secondary explosive 
devices have been found.   

Trunked voice chan-
nels/talk groups are estab-
lished for voice communi-
cation among IC and EOD, 
IC and investigators.  Data 
is transmitted, between ro-
bots and control, via the 
broadband network. 
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Event 
Communication Ac-
tivity with Current 

Capabilities 
Gap Potential Cognitive 

Capability 
26. The EMS Branch 
continues to coordinate 
the efforts of EMS 
assets. As casualty 
information, collected 
via the RFID tags used 
by personnel in the field, 
is displayed onto the 
command screen the 
most critical cases are 
selected for transport to 
the nearest available 
hospitals. The EMS 
Branch believes that the 
on-scene casualties will 
overburden the medical 
facilities selected to 
handle them. The 
transportation officer is 
directed to query the 
local medical facilities as 
to their status, and their 
capacity to accept 
casualties and what types 
of casualties can be 
received. Casualty 
statistics are available on 
demand by IC and the 
EM. In addition, the 
local medical centers 
coordinate through the 
city EOC regarding 
resource availability. 

Medical data is transmitted, 
via the shared broadband 
network, from patients to 
medical personnel, ambul-
ances, and hospitals, The 
increasing amount of data 
saturates existing channels.  

There are no tools to 
provide real-time band-
width management al-
lowing EMS personnel 
to prioritize the most 
important transmissions. 

Cognitive capabilities sup-
port QoS/bandwidth man-
agement as broadband data 
requirements increase. Pa-
tient status is used to priorit-
ize life critical transmissions 
over data relating to less crit-
ical patients. 

27. Industrial firefighters 
and environmental health 
consultants arrive from 
outside the region, via 
police escort. These units 
do not have standing 
mutual aid agreements in 
place with the Central 
City agencies. 

Channels/talk groups are 
established to support 
communications among IC 
and assisting non-first res-
ponder agencies. 

Current technology is 
limited; for example, a 
gateway or pre-planned 
patch may be used (see 
Event 11 for description 
of limitations.) Without 
pre-planning there are 
limited capabilities to 
link to non-first re-
sponders. 

Cognitive capabilities are 
used to configure the network 
to establish a channel to inte-
roperate with non-first res-
ponders (without disrupting 
mission critical communica-
tions). This allows direct 
communications as needed 
for interface with industrial 
firefighters, public transpor-
tation buses for evacuations, 
etc. 
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Event 
Communication Ac-
tivity with Current 

Capabilities 
Gap Potential Cognitive 

Capability 
28. A fast moving 
weather system shifts the 
wind and plume 
direction. A new 
evacuation zone is 
identified, requiring 
evacuation of the Hill 
Top Nursing Home. The 
MCC is also relocated.  

As communication vans, 
tactical broadband repea-
ters, and personnel move 
about Rayleigh fading oc-
curs. Signal degradation 
disrupts network communi-
cations.  
 

Tools to maintain net-
work connectivity and 
optimum performance 
while key nodes are be-
ing relocated are limited. 

 

29. Over time the 
incident is gradually 
brought under control. 
All casualties are 
transported to medical 
facilities; and the fire at 
the plant is brought 
under control. 

At various points in the 
incident response, comple-
tion of tasks result in the 
release or reassignment of 
response teams to/from the 
incident, and release or 
reassignment of the com-
munications resources that 
were required to support 
their activities. 

Currently, any changes 
to radios in support the 
incident response must 
be reversed manually. 
Also note that any of the 
changes noted in the 
Potential Cognitive Ca-
pabilities must also be 
able to be reversed. 

Cognitive radio capabilities 
and over the air recon-
figuration are used to release 
communications resources 
(including frequencies) that 
are no longer needed and 
restore radios to pre-incident 
status for responders who are 
returning to home agencies. 

30. The IC is notified 
that all of the fires have 
been eliminated, the 
hazardous chemical spill 
has been contained,  all 
of the casualties have 
been evacuated to 
appropriate medical 
facilities, evacuated 
residents are allowed re-
entry, and that the 
coroner has been 
directed to begin 
removal of corpses.   

As various elements of the 
incident response are dis-
missed, communications 
assets need to be reconfig-
ured accordingly; either to 
vacate reallocated resources 
or to release network capac-
ity that had been comman-
deered, via shared network 
capacity agreements, spe-
cifically to support the inci-
dent response. 

Current technology re-
quires mostly manual 
reconfiguration. 

Cognitive capabilities can 
facilitate restoring com-
munications as the incident 
ramps down. 

31. First responders who 
are no longer needed for 
the incident response are 
released (and return to 
home jurisdictions if 
appropriate). 

As an extension of the pre-
vious event, as the incident 
ends the communications 
resources must be returned 
to their pre-incident state.   

Current technology re-
quires mostly manual 
reconfiguration. 

Cognitive capabilities facili-
tate restoring radios to pre-
incident status. 

32. As part of the after 
action analysis of the 
incident response by 
Central City personnel, a 
detailed analysis of the 
communications is 
required. 

  Part of the cognitive capabili-
ty should include audit and 
logging information for post 
incident analysis. Informa-
tion could include cognitive-
based decisions, communica-
tions events, actions taken, 
etc. 
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4.3 Architecture Representation 

An architecture description is a representation of a defined domain, as of a current or future point in 
time, in terms of its constituent parts, what those parts do, how the parts relate to each other and to 
the environment, and the rules and constraints governing them.  An architecture description is com-
posed of architecture products that are interrelated within each view and also interrelated across 
views. Architecture products are those graphical, textual, and tabular items developed in the course 
of gathering architecture data, identifying their composition into related architecture components or 
composites, and modeling the relationships among those composites to describe characteristics per-
tinent to the architecture’s intended use. 

A full set of architectural products include: 

• Operational Views (e.g., OV-1, 2, 3, etc.) that describe the tasks and activities, operation-
al elements and nodes, and information exchanges required to accomplish a task or mis-
sion. 

• System Views (e.g., SV-1,2,3, etc.) are a set of graphical and textual products that de-
scribes systems and interconnections providing for, or supporting system functions re-
quired by the user(s) to accomplish his/her task or mission.   

• Technical Views (e.g., TV-1, 2…9) are the minimal set of rules governing the arrange-
ment, interaction, and interdependence of system parts or elements.  

• All Views (e.g., AV-1, 2) provide information pertinent to the entire architecture but do 
not represent a distinct view of the architecture.  

To help illustrate these points, at a high level, the wireless communication need lines, us-
er/participant organization and nodal representation of the combined events articulated in the scena-
rio, we have included three Operational Views.  Note that these views are specific to the activities 
represented in the scenario outlined in Section 4.1, and are not intended to be a complete set of the 
activities that would occur in a real scenario.  As an example, for simplification purposes, we have 
not included the logistics element of the incident response.10

The OV-1 (see Figure 2) is a high-level operational concept graphic that describes a mission or ca-
pability (e.g., fight a fire) and highlights main operational nodes (where human activities take place) 
and interesting or unique aspects of operations.  It provides a description of interactions between the 
subject architecture and its environment and between the architecture and external systems. A tex-
tual description accompanying the graphic is crucial as graphics alone are not sufficient for captur-
ing the necessary architecture data.  The textual description, in our case, is the Chemical Plant Ex-
plosion Scenario document.   

 

                                                 
10 The Wireless Innovation Forum is undertaking a project, Information Processing Architecture (IPA) that will use 
these architectural tools to aid in defining, designing and selecting Cognitive Radio processes relevant and useful to 
Communication System stakeholders.  The project will, via a top-down approach, facilitate an improved understand-
ing of the structure and relationships between Information Systems that span user domains, and allow users to assess 
the role of their systems with these architectural products. 
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Figure 2:  OV-1 Architecture Diagram 
The OV-2 (see Figure 3) is the operational node connectivity description that graphically depicts the 
operational nodes (or organizations) with need lines between those nodes that indicate a need to ex-
change information.  The graphic includes internal operational nodes (internal to the architecture) as 
well as external nodes.  An OV-2 is intended to track the need to exchange information from specif-
ic operational nodes (that play a key role in the architecture) to others. OV-2 does not depict the 
connectivity between the nodes.   
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Figure 3:  OV-2 Architecture Diagram 
The OV-4 (see Figure 4) is an organizational relationships chart that illustrates the command struc-
ture or relationships (as opposed to relationships with respect to a business process flow) among 
human roles, organizations, or organization types that are the key players in an architecture.  It clari-
fies the various relationships that can exist between organizations and sub-organizations within the 
architecture and between internal and external organizations. Organizational relationships are im-
portant to depict in an OV (for a current architecture), because they can illustrate fundamental hu-
man roles (e.g., who or what type of skill is needed to conduct operational activities) as well as 
management relationships (e.g., command structure or relationship to other key players). Also, or-
ganizational relationships may influence how the operational nodes in an OV-2 are connected. 
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Figure 4:  OV-4 Architecture Diagram 
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5 Use C ases 
A number of potential cognitive use cases have been identified based on the scenario timeline as 
described in the preceding section. In this section, each use case is discussed in much greater detail. 
The use cases are ordered in descending priority based on operational relevance and feasibility as 
provided by the public safety practitioners who provided input to and feedback on the report. 

Table 1:  Use Cases by Event 

Event Use Case Priority 

6 8: Cognitive sensor network Medium 
11 1: Role-based radio reconfiguration High 
12 1: Role-based radio reconfiguration High 
13 5: Reconfigurable repeater/gateway 

6: Interface with non-first responders 
High 
Medium 

14 5: Reconfigurable repeater/gateway 
6: Interface with non-first responders 

High 
Medium 

15 3: Resource management in a shared public/private network Medium 
16 2: Resource management in a dedicated public safety network High 
17 1: Role-based radio reconfiguration High 
18 4: Coverage performance improvement Medium 
19 4: Coverage performance improvement Medium 
20 1: Role-based radio reconfiguration 

2: Resource management in a dedicated public safety network  
High 
High 

21 7: Revert to previous state  Medium 
22 2: Resource management in a dedicated public safety network High 
23 2: Resource management in a dedicated public safety network High 
26 2: Resource management in a dedicated public safety network High 
27 5: Reconfigurable repeater/gateway 

6: Interface with non-first responders 
High 
Medium 

29 7: Revert to previous state Med 
30 7: Revert to previous state Med 
31 7: Revert to previous state Med 

 

5.1 Use Case 1: Role-Based Reconfiguration 

There are a number of events in the scenario in which the first responders from multiple agencies 
are arriving to support the incident response. Given the scope of the incident, these responders are 
not from jurisdictions within which the incident is occurring, but are from outside areas for which 
there are no standing mutual aid agreements and pre-planned communications interoperability ca-
pabilities. This means that upon arrival to the incident their radios are not interoperable with local 
communications systems in use for incident response. The concept of this use case is that arriving 
radios can be reconfigured specifically to facilitate capabilities that the responder requires, based on 
the arriving responders role within the incident response structure. 



  Public Safety Special Interest Group 
 Use Cases for Cognitive Applications in Public Safety Communications Systems Volume 2 
 WINNF-09-P-0015-V1.0.1 

Copyright © 2010 The Software Defined Radio Forum Inc. Page 34 
All Rights Reserved 

The capability that the arriving radio should provide is a function of the role that the responder user 
is performing—for example, supervisors in the incident command structure may need more capabil-
ities than other users. This approach provides greater control of communications resources and en-
sures that interoperability does not result in “everyone talking to everyone.” Once a radio is reconfi-
gured, test messages should be sent to ensure that the reconfiguration was successfully executed.  

As with any of the use cases that involve reconfiguration of the radio, it is also necessary to be able 
to rollback reconfigurations to a previous state, and to the pre-incident state on incident completion. 
This rollback capability is addressed as a separate use case (see Section 5.7). 

The impact of this use case can be greatly enhanced by the use of over-the-air reconfigura-
tion/reprogramming. In the described scenario, an assumption is made that arriving radios can be 
reconfigured while responders are either en route to the incident, or in the field, as needed as res-
ponders are reassigned. However, the use case for role-based reprogramming can also be applied 
even without over-the-air reconfiguration; in this case cognitive capabilities can still provide recon-
figuration information even thought the radios must be physically connected to a computer (i.e., “te-
thered”) to be reconfigured. Thus for the discussion in Section 5.1, we focus on the use case to link 
radio configuration to the roles of a first responders, and make no assumptions about the process by 
which the radio is reconfigured—specifically, this use case could be realized using current methods 
of reprogramming the radio by physical connection to computer. 

5.1.1 Summar y of Scenar io Situation 

In terms of the aspects of the public safety communications environment: 

1. Physical: There are numerous first responders who are arriving to support the incident 
response. They either report to a staging area, or (in conjunction with Use Case 2) regis-
ter with incident command while enroute to the incident. They are then physically re-
located within the RF coverage footprint of the network(s) supporting incident response 
communications. 

2. Network: The first responders have radios which are not pre-configured to interoperate 
with the network(s) supporting incident response communications, or limited access to 
nationwide interoperability frequencies. Thus, initially, they have no radio connectivity 
with the incident response team. 

3. Procedural: There are several possible procedures based on the technology used to pro-
vide interoperability. If cache radios are handed out, there are procedures defining the use 
and responsibility for the cache radios. If some type of gateway is used to patch chan-
nels/frequencies of the arriving first responders and the existing network, there are proce-
dures defining authorization of use of the patch as well as responsibilities and use of the 
channels/frequencies. There are also defined procedures that define roles and responsibil-
ities of an incident command structure. (In the United States, for example, the procedures 
are defined as part of the National Incident Management System, or NIMS.) 

4. Regulatory: All channels/frequencies used are licensed public safety frequencies. There-
fore there are no regulatory implications of this use case. 

5. Chronological: Either a patch or gateway device must be activated to bridge frequencies, 
a task taking anywhere from a few minutes to an hour or more (see Use Case 3 for a more 
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detailed discussion of gateway capabilities). Reprogramming a radio to operate on the 
network(s) supporting incident response communications can take as little as take a few 
minutes (assuming permissions are in place). 

5.1.2 C apability Shor tfall 

Current systems provide limited and static capability to configure radios based on the roles and re-
sponsibilities of the radio user. Some agencies have “supervisor” radios which are configured to 
provide different capabilities than radios given to other personnel, but these capabilities are often 
built into the radio and cannot be changed. Some radios can also be reconfigured to include needed 
channel/frequency assignments and functions, but this is a manual process. In addition, such pro-
gram templates are typically predefined and not modified during the course of an incident. 

As a result, responders generally have identical capabilities in their radios. In the event of a major 
incident, in which responders arrive from outside the jurisdiction where the incident is occurring, 
incompatible arriving radios need to be reprogrammed to support the incident response. Because of 
the general static nature of radio configuration templates and the “one-size-fits-all” approach, res-
ponders’ radios are programmed generically. The challenge is that either a very limited number of 
functions and channels are provided, which may limit the responders’ capabilities, or the maximum 
capability is provided, an option which opens the door for the chaos of “everyone talking to every-
one.” 

Note that this use case assumes that radio interoperability is achieved by reconfiguring the arriving 
responders’ radios to operate within the local network(s) supporting incident response communica-
tions, as opposed to configuring the network (by activating a patch or gateway capability). 

While most of the above discussion is based on providing capabilities to users based on their role, 
this use case also includes managing capabilities for all network users based on emergency status, 
responder role, and optimizing use of network-wide resources. For example, an issue recently ob-
served on regionally trunked radio systems, is unintended consequences of public safety person-
nel/responders who are not actively involved in a response remotely monitoring response activities 
via the trunked system talk-groups.  For example: an off-duty responder monitoring over the net-
work from a location (home) that is a significant distance from the incident site (using network ca-
pacity to transport the incident communications (audio) to a remotely connected location away from 
the incident). This activity may be well-intentioned and often legitimate from the perspective of first 
responders who are rotated in and out of the incident and want to maintain situational awareness 
before returning to the incident. This may also occur from the perspective of lending agency dis-
patch centers who want to monitor activities of mutual assistance activities to which local resources 
are deployed. This can impact local radio system resource availability on network segments that 
may be capacity limited, invisibly consuming local over the air resources needed to ensure continui-
ty of local services outside the area and unrelated to the monitored incident. (For instance, during 
the recent bridge collapse in Minnesota, network resources on the city system met the needs of inci-
dent responders, but network segments on the periphery of the regional system were capacity li-
mited. Remotely monitoring the incident impacted the ability to dispatch ongoing non-incident re-
lated calls.) Reconfiguring user radios and prioritizing the network resources appropriately can en-
sure that the communications channels are used for the highest priority needs, for both the incident 
as well as ensuring resource availability required for continuity of ongoing operations away from 
the incident. 
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5.1.3 Descr iption of Use C ase 

The concept of this use case is to use cognitive capabilities to create the appropriate radio program-
ming template for the radio, based on the radio user’s role within the incident response. In addition, 
this capability would be dynamic so that as the responder’s role changes, the radio is repro-
grammed/reconfigured to provide the necessary supporting capabilities. 

With respect to the specific aspects of the scenario situation noted in Section 5.1.1, this use case 
would result in the following: 

1. Physical: There is no change in the physical deployment of assets. 

2. Network: Reconfiguration of the radios provides role-based connectivity to the net-
work(s) supporting incident response communications. 

3. Procedural: The primary procedural change in this use case is explicit definition of res-
ponder roles in an incident, and explicit definition of the communications capabilities and 
operating procedures associated with those roles. (Note that definition of roles and com-
munications capabilities must be done as part of pre-incident planning.) 

4. Regulatory: All channels/frequencies to be used are licensed public safety frequencies. 
Therefore there are no regulatory implications of this use case. 

5. Chronological: This use case does materially change the timelines involved in reconfi-
guring radios for responders’ use in an incident. Radios that are not operable with the 
network(s) supporting incident response communications must be reprogrammed. 

5.1.3.1 Functional Capabilities  
Cognitive radio functions required to realize this use case include the following: 

• Explicit definition of user roles within an incident response structure. The appropriate 
(based on the incident command procedures in place for the jurisdiction or region) 
framework for identifying responder roles should be used as a baseline. One of the tech-
nical challenges is the cognitive system’s ability to react to the adaptations and tailoring 
of an overall framework that is required to meet the user requirements within a specific 
incident. 

o User roles could be organized in a hierarchical (or other) structure. For example, 
roles could be defined for fire, law enforcement, medical, etc. Then within each of 
these categories there could be appropriate subcategories, (e.g. EMT, doctor) and 
ending with a specific role such as on-site triage. 

• Electronic storage of a user’s credentials (e.g., an RFID chip). Credentials could contain 
digital certificates and a listing of all roles that the individual is qualified to fulfill within 
an incident response. Such a function would allow the user to authenticate his credentials 
using any radio capable of querying the network, and to inform the network of their pres-
ence and qualified roles. Command authorities could then make an informed decision as 
to how the individual could best function in support of the incident response. An enabling 
code would then be transmitted from the network back to the user radio (and the user) 
which, when accepted by the user, configures the radio in a proper state to support that 
user’s role. The user would then follow up with command to find out specific details of 
their actual tasking within the incident. 
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• Ability to authenticate a user’s qualifications, in support of a specific incident need. 

• Ability to query user radios for information including, but not be limited to, manufactur-
er, radio type, available modes, software/hardware version numbers, reconfigurability, 
etc. The format/protocols for such information must be vendor neutral and standardized. 
This capability is particularly important when a mix of radio types are being used and not 
all devices can be pre-programmed. 

• Definition of appropriate radio capabilities in context of its user’s role. Note this can 
range from manually defined, pre-planned assignments (which is completed, to a limited 
extent, within current device capabilities) to a more cognitive-based, dynamic function 
which operates in conjunction with network management resource allocation (see Use 
Cases 2 and 3) to dynamically determine and provide appropriate radio capabilities 
needed to support a user as the incident evolves. 

• Ability to associate users, radios, and user roles. 

• Ability to reconfigure the radio based on the user’s role. There are several approaches to 
reconfiguration that can provide this capability. The simplest approach is to reprogram 
the personality of the radio, which includes frequencies, channels, talk group assign-
ments, and so on. This capability is a typical feature of public safety radio systems avail-
able today. 

o An additional level of control on radio use could be achieved by also using down-
loadable executable policies. These policies would define constraints and imple-
ment restrictions on the use of the radio based on the responder’s role. Use of pol-
icies could ensure that the use of the radios stays within regulatory constraints, 
and also provides additional controls to avoid the challenges of “everybody talk-
ing to everybody”. 

o Radio capabilities constrain radio reconfigurability. For example, a radio that does 
not have a P25 data capability is not likely to be able to be “reconfigured” to han-
dle P25 data, given the current generation of P25 radios, without a complete soft-
ware download or hardware upgrade. However, it may be possible to have capa-
bilities pre-programmed into their radios but selected capabilities disabled for use 
until reconfiguration activates them. Then, when the radio is deployed in a situa-
tion described above, specific required capabilities could then be enabled (turned 
on) and any that are not required could be disabled.  

• For over the air reconfiguration, a standards-based over the air programming capability is 
needed, to include the software tools and a radio “meeting point” (with standardized 
modulation, bandwidth, frequency, and protocols) to obtain configuration data for radios 
to be reprogrammed over the air. 

• Sufficient security must be included to ensure integrity of the over the air reconfiguration 
process.11

                                                 
11 The Wireless Innovation Forum Security Working Group is currently addressing this topic and is preparing a re-
port entitled “Securing Software Reconfigurable Communications Devices” for subsequent release. 
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• An ability to restore a radio to a previous configuration, including a default configuration 
and the re-configuration of the radio to its state prior to the incident; this function is ad-
dressed separately in the Revert/Rollback Use Case discussed in Section 5.8.) 

5.1.3.2 Regulatory Implications 
All channels/frequencies to be used are licensed public safety frequencies. Therefore there are no 
regulatory implications of this use case for radio use by public safety personnel. 

However, the licensee of a given radio may not be licensed for channels which are available and for 
which a pre-existing mutual agreement is not in place, precluding legal use. Regulatory changes 
could facilitate this process; for example, use of downloadable executable policies covering fre-
quency usage that reflect regulatory policies could allow more dynamic application of regulatory 
constraints. 

Some regulatory support may be required for implementing the “meeting point” function described 
in Section 5.1.3.1 for standardized over the air reconfiguration. 

However, this use case also facilitates the ability of non-first responders, particularly if they are act-
ing as liaisons to public safety personnel within an incident command framework, to have a role de-
fined such that their radio include public safety frequencies. This aspect of the use case may require 
some regulatory changes to be realized. (See the Interface with Non-First Responders Use Case dis-
cussion in Section 5.6 for a use case discussion specific to the communications interface between 
first responder and non-first responder personnel.) 

5.1.3.3 Policy Implications 
The major policy implication of this use case is definition, in much greater detail, of the relationship 
between radio capabilities and responder roles than is currently available. Note that these policies 
and procedures will likely vary from jurisdiction to jurisdiction unless national standards are estab-
lished and followed. One advantage of this use case is that it allows individual agencies to define 
policies and procedures for incident response, and ensure that responders with whom they have pre-
viously trained or worked with can follow those polices since they are programmed into their radios. 

Procedures must also be defined to: 

• Describe responders’ roles; 

• Authenticate the users and their assigned roles; and 

• Test the radio by sending/receiving a set of test transmissions to ensure that the reconfigura-
tion was properly executed. 

Users will need to be trained in the reconfiguration process and changes in radio behavior that may 
result. 

A standard definition of radio capabilities and the protocols used for query/response transmissions 
must be defined to allow the network to query radio capabilities to determine how the radio can be 
reconfigured to support the defined role. 
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5.1.4 Summar y of I mpact of Use C ase 

One of the major concerns expressed by the public safety community about interoperability is that 
providing interoperable communications can devolve into chaos if everyone can talk to everyone. 
Aside from extensive training and user discipline, one way of managing this issue is to provide res-
ponders with the only the communications capabilities that they need without providing them capa-
bilities that they do not need. “Need” is based on the responder’s role in the incident response. Thus 
role-based reconfiguration of radios provides agencies with much greater control of their communi-
cations resources and reduces the risk of inefficient use of those communications resources, and 
eliminating confusion resulting from establishment of links and resources that are not needed or ap-
propriate. Furthermore, individual agencies can define agency specific policies and procedures, in 
terms of radio configuration, so that responders who typically do not use the network(s) supporting 
an incident response can operate within these defined policies without significant additional train-
ing. 

The other significant impact is that role-based reconfiguration provides must greater ability to 
evolve communications capabilities to meet the changing demands of an evolving incident. One of 
the challenges in incident management is that incidents are unpredictable and dynamic—no amount 
of pre-planning can account for all possibilities, and user training is focused on providing an overall 
framework that can be adjusted as needed. This use case provides tools that allow user communica-
tions capabilities to be dynamic, and adjusted as needed to meet incident communications require-
ments. 

5.2 Use Case 2: Resource Management in a Dedicated Public Safety Network 

There are several points in the scenario in which real-time management of network resources be-
comes critical. While network resource management is always an important component of commu-
nications support, several events in the scenario (16, 18, 25, 29) highlight specific situations in 
which incident communications requirements exceed the system capacity, creating a need for great-
er network resource management tools than are available today. 

For example, as the incident progresses the shared broadband network capacity reaches its technol-
ogical throughput limit.  The network moves into its next level of QoS parameters and begins to 
throttle some types of traffic throughput, particularly for data intensive applications.  Applications 
respond to the throttling by reducing their throughput requirements while still delivering an accept-
able product.  Traffic cameras sense the reduction in available throughput and reduce the quality of 
the frame rate of the video.  AVL and other sensor data reduce their beacon rate.  The commanders 
notice the reduction and begin to force some sensor applications to send updates more frequently.  
The applications respond by resetting their beacon rate to a more acceptable level, other less critical 
sensors, intern, reduce their beacon rate further to compensate.   

As the broadband network reaches capacity, the voice network does also.  In response to incident 
needs IC directs FDMA users to use (repeated) conventional national interoperability channels, al-
lowing the trunked system to handle more TDMA users, effectively providing more capacity.  Si-
multaneously a frequency sharing agreement is invoked with Metropolis.  The Central City 
700MHz trunked system communicates with the Metropolis trunked radio system, to dynamically 
allocate additional frequencies, as needed, to the Central City system.  This agreement allows an 
extra 5 channels or 10 TDMA talk paths to be temporarily added to the Central City system. 
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Another potential aspect network resource management involves a concept which we refer to as 
spectrum mutual aid. In much the same manner that agencies share manpower and equipment re-
sources during major incidents, the ability to reconfigure communications resources could allow 
agencies to share spectrum resources. Agencies could establish sharing agreements that, by mutual 
consent, disable use of a particular frequency by one agency (for which it is licensed), and then al-
low another agency to utilize (borrow) that frequency during a major incident. As noted below, this 
concept requires some regulatory and procedural changes, and would require appropriate frequency 
coordination prior to deploying equipment and establishing such a mutual aid pact. 

Network resource management may be helpful in adjusting talk groups or other network links as the 
incident evolves in geographic scope and/or number of users. For example, a traffic perimeter con-
trol net may need to be sub-divided into multiple nets as the incident perimeter expands, as voice 
traffic on the designated channel/talk group approaches capacity, or the geographic extent of the 
perimeter expands. Monitoring evolving geographic extent of communications is required for an 
incident and critical to ensure that users stay within the coverage area of the communications chan-
nel being used, and that incident transmissions are not disrupting other mission-critical communica-
tions at the “edges” of the evolving incident. The proposed cognitive capability described in this 
case is use of information about the location of the radios, traffic loading, role information (see Sec-
tion 5.1) and the RF environment (see Section 5.4) to determine optimum allocation of frequency 
resources, and modification of talk groups, and so on. The most likely implementation approach 
would involve cognitive capabilities able to recognize (or anticipate12

Network resource management can also be implemented on a more localized scale; for example, 
using technology such as adaptive antennas and/or adaptive power output can be used by individual 
radios, or coordinated among multiple radios in a network to mitigate the effects of RF interference. 
This topic treated as a separate use case (see Section 5.4). 

) a situation in which commu-
nications are likely to degrade, and then recommend solutions to a network operator or comm. unit 
leader for execution.  

5.2.1 Summar y of Scenar io Situation 

In terms of the aspects of the public safety communications environment: 

1. Physical: The extent of the damage caused in the chemical plant explosion requires 
marking and recording each location that involved casualties, fire, evidence, incident pa-
rameters, etc.  The affected area, where information must be collected, can extend over a 
large geographical area encompassing both hazardous and non-hazardous zones. In addi-
tion, there are a significant number of first responders located within the immediate vicin-
ity of the chemical plant.  

2. Network: Network loading approaches the capacity of available network resources. Pre-
sently geolocation information is exchanged, via a narrowband channel, on the land mo-
bile radio network (if the feature is available) and the resulting information is not conve-
niently available to the Incident Commander or Comm Unit Leader. In current trunked 
radio systems, queuing times for calls can be collected, but this information is not 
mapped to the location of the communications assets to provide an overall “picture” of 

                                                 
12 For example, a cognitive capability with information on radio locations, channel frequency, and terrain/land use 
could run coarse propagation models to anticipate when radios may exit the coverage footprint of a network. 
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the RF environment. Network management data that is (sometimes) communicated in a 
standard way from public safety subscriber devices to the network, for network manage-
ment use (such as channel occupancy) is insufficient to support the scope of network re-
source allocation envisioned in this use case. In addition, there is no overall control of 
spectrum requirements for data transmissions that could be varied as a function of priori-
ty, resolution, and so on. 

3. The exchange of geolocation and RF information by network entities will depend on the 
degree of interoperability deployed to promote and support the seamless transfer of data. 
Interoperability enhances operations and saves time; conversely, lack of such interopera-
bility results in inefficiencies which can translate into lost time and affect safety of first 
responders.   

4. Procedural: Current procedures provide limited options for network resource manage-
ment. Talk groups, priorities, and QoS controls can often be modified, but generally they 
are not because of the difficulties of doing so. This must be done manually, and without 
all of the supporting data required to do so effectively. Procedures to allow spectrum mu-
tual aid generally do not exist other than for certain pre-established shared channels 

5. Regulatory: There are several aspects of network resource management which are bound 
by current regulations. 

a. Reallocation of frequencies: only frequencies licensed to the system user can be real-
located, and only within the licensed footprint of that channel. There is currently no 
regulatory provision for allocating/loaning licensed frequencies to another user (the 
spectrum mutual aid concept).  

b. Frequency coordination is often based on defined contours; changes to the contours 
by adaptive antennas are not allowed under current rules. Using frequencies that are 
licensed by a user at a specific location, at another location, will often fall outside li-
censed contours.  Regulatory implications become more involved when those con-
tours are in the vicinity of international borders. (Conversely, use of adaptive anten-
nas might also be used to ensure licensed contours are not exceeded). 

c. Geolocation signaling is covered under existing rules for public safety communica-
tions.   

6. Chronological: Network resource management options are limited and generally not au-
tomated. When an incident starts, network resource allocation is critical, but it is imposs-
ible to predict how the incident will evolve over time, and therefore current capabilities 
tend toward static network configurations that are increasingly inefficient over the course 
of the incident. Manual changes to the network, to better allocate resources, require mi-
nutes or hours for implementation. 

5.2.2 C apability Shor tfall 

Current (trunked) public safety systems have some limited capability for reconfiguration to 
accommodate network resource management. Implementing network changes through the use of 
these capabilities effectively in real time is limited, due to: 
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• Lack of data (such as locations of user radios and information about the RF environment) 
that can be used to better configure network resources; 

o Present day public safety geolocation capabilities utilize custom alert messages that 
the radio can send containing  pre-determined events (such as Unit Emergency Alert) 
or more typically, an IP Service where radios can be polled and then respond with 
location data (either with a onetime response or a periodic response until time expires 
and/ or # responses is sent ).  The PSSIG is not aware of any LMR Air Interface that 
sends GPS location data embedded with a voice call (i.e. embedded in the header data 
and therefore capable of being sent regularly all the time, with any voice stream). 

o RF information is not available for analysis or for network resource management 
decisions, and there are currently no capabilities in place to adjust spectrum demands 
or to arbitrate among competing communications requirements. 

• Limitations in reconfiguring radios to automatically take advantage of changes in the 
network structure/topology. 

• Limitations in network reconfiguration capabilities. 

• Lack of effective tools to monitor, anticipate, and identify situations in which network 
resources should be reconfigured. 

• Limitations in automating the network reconfiguration process. 

5.2.3 Descr iption of Use C ase 

As the incident unfolds a cognitive capability within the network monitors the geolocation of the 
radios on the net, the traffic loading on the channels, and the RF environment as reported by the in-
dividual radios. The cognitive capability monitors trends, for example; geospatial distribution of 
radio users on certain radio nets that remain in the same general area (e.g., users located within the 
immediate area of the chemical plant) or radios  supporting users on other nets (such as those as-
signed to coordinate evacuations) that cover larger, and shifting, geographic areas. Users on some 
nets provide a relatively constant level of traffic, while traffic from users on other nets require sig-
nificant increases in capacity as the incident evolves. The network cognitive capability monitors 
these ongoing situations, and determines at various points in time that network resources need to be 
reallocated to ensure coverage (see Section 5.4) for all radio users that are on a particular 
net/channel, and to ensure that there is sufficient capacity by dynamically re-allocating frequencies, 
or adding frequencies in support of incident communications, or by changing user priorities (or QoS 
parameters) ensuring that the most important transmissions have the highest probability of success. 
These tasks must be completed without causing interference to other networks. 

A survey of the explosion area is conducted by LE, Fire, and EMS personnel to mark and record 
geolocation data of casualties, fires, evidence, the incident perimeter, etc. This information is avail-
able to the IC as a GIS overlay on a map of the explosion area. Network operational information 
(location and operating parameters of radios, detected signal strength information, spectrum sensing 
data) is also provided to the COML. 

The impact of these capabilities is such that information can be collected, analyzed, and dissemi-
nated to those with need.  The network cognitive capability would provide recommendations for 
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action and also enable RF environment and geolocation information to be transmitted to the Comm 
Unit Leader. The Comm Unit Leader uses the information provided to optimize, modify, and then 
execute recommended network changes, reallocating network resources (power output, talk group 
assignment, frequency reuse) as needed.  With respect to the specific aspects of the scenario situa-
tion described in Section 5.2.11, this use case would result in the following: 

1. Physical: There is no change to the physical deployment of assets. The cognitive-enabled 
reconfigurable device is deployed in the same manner as current devices.  

2. Network: Connectivity (e.g., who can talk to whom) would not change. How the network 
implements connectivity may change, including network aspects such as the allocation of 
frequencies, user priorities, and QoS parameters.  The cognitive capability would be inte-
grated with geolocation information to optimize radio transmit power output, talk group 
assignment, and frequency reuse. 

3. Procedural: There are a number of procedural implications  that must be addressed in 
order to realize this use case: 

• COML (or network operator) procedures (and training) would be changed to provide 
the expertise to effectively manage the network resource management options that 
would be available. 

• Dynamic allocation of frequencies; before frequencies licensed to agencies are made 
available (loaned) to other agencies via “spectrum mutual aid” agreements, pre-
coordination (via frequency coordinators) will be required to ensure that these opera-
tions do not impact third party agencies. 

4. Regulatory: Some regulatory changes would be required to permit the dynamic alloca-
tion of frequencies by non-licensed users per agreements with licensed users. The other 
aspects of this use case, such as modifying talk groups, cross-programming within sub-
scriber radio units, reassigning channels, and so on are capabilities that are allowed today, 
but are not generally performed automatically. There are not likely any regulatory 
changes required to accommodate those capabilities.  

5. Chronological: Enabling this cognitive capability would increase efficiencies in respond-
ing to situations that arise and then subsequently dealing with network changes in support 
of the response.  Native cognitive capabilities would be seamlessly handled.  Network re-
configurations that require manual activation are likely to require minutes or hours; cog-
nitive capabilities that can provide recommendations can cut this time to seconds. 

5.2.3.1 Functional Capabilities  
There are a number of functions that need to be implemented to realize this use case, they are listed 
below. 

• RF Environment Sensing: This cognitive capability described assumes a decision 
process based on knowledge of the RF environment which, in turn, requires that the indi-
vidual radios provide some information about the RF environment at their location. The 
specific type of information to be collected may vary based on the algorithms for moni-
toring, anticipating, and identifying network resource allocation issues (see paragraph be-
low). In general, this would include the received signal strength of the network transmit 
site, signal-to-noise and/or signal-to-interference ratios, for both the frequencies currently 
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being used by the device and information about other frequencies accessible by the radio. 
In addition to an ability within the radio to collect this information, there must be a stan-
dard method of transmitting this information back into the network for analysis. 

• Geolocation: The cognitive capability to use geolocation data is implemented in one of 
two ways: autonomously and manually.  Autonomous geolocation capability is made 
possible using radios that have this cognitive capability incorporated into the radio devic-
es, infrastructure, and command and control interfaces.  This geolocation functionality 
executes in the background providing information to the network; information that in-
cludes user identification data, location data, and radio operational statistics under normal 
conditions.  When the system senses an increase in activity, the network cognitive func-
tion will adjust resources to accommodate traffic loading changes and the nature of prior-
ity of calls.  If a user connects a peripheral device such as a camera, oxygen, or chemical 
sensor, etc, to their cognitive radio it will automatically begin integrating the new data in-
to the infosphere.  On the dispatch or command and control end, the system infrastructure 
and computer aided dispatch services will incorporate this new information into the net-
work external sensor data pool. 

The second approach to incorporation cognitive geolocation capability is through an inte-
roperability device that cross-patches information between disparate radio systems.  Once 
the system has been manually activated, the device will automatically sense the type of 
radio networks that are being bridged and information about associated network sub-
scriber equipment, from which it will extract available geolocation information.  If inte-
roperability plan data is available in advance, the interoperability device will utilize that 
information when cross-patching the disparate system.  Manual intervention is needed to 
terminate the use of the manually operated initiation of the interoperability device to util-
ize geolocation information. 

If this geolocation feature is enabled, when a visiting subscriber device is added to the 
network, the network will automatically incorporate it in a manner analogous to adding a 
peripheral device to a personal computer.  Device features could be added by download-
ing device drivers automatically and then to adding data received from the vesting device 
to the dispatch console.  If a specific feature is not supported, the information will be 
logged or archived for post processing. 

• Algorithms for monitoring, anticipating, and identifying network resource alloca-
tion issues: Core cognitive capabilities include an ability to monitor data from the evolv-
ing incident, then establishing trends and trigger points for network changes, anticipation 
of the need for network reconfiguration, and then identifying available options for COML 
use. Trend analysis is important to distinguish between network events; e.g., simple 
short-term spikes in network traffic versus a temporary geographic relocation of network 
users for which resources must be quickly adapted, or by quantifying longer term trends 
associated with incident evolution. 

5.2.3.2 Regulatory Implications 
Some regulatory changes would also be required to permit the dynamic allocation and sharing of 
licensed frequencies, by other users, per pre-established agreements with licensed users (this is simi-
lar to the regulatory considerations described in Section 5.1.3.2). Other aspects of this use case, such 
as modifying talk groups, reassigning channels, cross programming of frequencies etc, occur within 
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the rules today, but these network changes are not generally performed automatically. There are not 
likely any regulatory changes required to accommodate those capabilities.  

For network based cross-patching or transcoding of information between disparate (licensed) sys-
tems, regulatory requirements should not be an issue because current the over-the-air regulations 
currently governing these operations would be in force.  Non-network based over-the-air transac-
tions would be subject to regulations governing public safety LMR communications. 

5.2.3.3 Policy Implications 
A major policy implication involves a significant change in the role that the COML, or network op-
erations manager, has in terms of real-time network control. Current systems generally rely on ex-
tensive pre-planning and network management generally ensures that the network stays operational 
within a mostly static network plan. This cognitive use case envisions that a much wider range of 
options for dynamic network resource management will be available to the COML, or network op-
erations manager. Options supported by data and analytical capabilities that are not available today.  
Note also that policies may need to be established or modified as to the conditions under which data 
that could continuously track the location of responders is collected, maintained, and disseminated.  

5.2.4 Summar y of I mpact of Use C ase 

By collecting RF and geolocation information from individual radios, a COML or network manager 
would have access to data necessary to more effectively manage communications resources. Man-
agement of current network technology relies on static, pre-defined allocation of resources that are 
difficult to enhance as incident response requirements change. With access to geolocation data, the 
COML would be able to monitor, plan, and react to changes in the environment and the incident 
response requirements to utilize communications resources more effectively. 

5.3 Use Case 3: Resource Management in a Shared Public/Private Network  

The network management use case described above, in Section 5.2, focuses on management of re-
sources assuming a dedicated public safety network. However, one of the elements of the scenario 
is the existence of a shared public/private broadband network. While there are many similarities in 
the capabilities needed for network resource management for both the dedicated public safety net-
work and the shared public/private network, we analyze this case as a separate use case because 
there are significantly different regulatory and procedural considerations (which should be transpa-
rent to the first responders). 

The motivation for this aspect of the scenario is based on the ongoing activities regarding the 700 
MHz spectrum in the United States. Although the final rules governing use of that spectrum were 
undetermined at the time of this report, the concept of establishing a shared network using common 
spectrum and common network resources to support both public safety and commercial users is still 
a potential outcome.  A shared network is one that can benefit from both software defined radio and 
cognitive radio technologies.13

                                                 
13 See Forum Reports “Considerations and Recommendations for Software Defined Radio Technologies for the 700 
MHz Public/Private Partnership,” Report No. SDRF-07-R-0024-V1.0.0, and “Utilization of Software Defined Radio 
(SDR) Technology for the 700 MHz Public/Private Partnership,” Report No. SDRF-08-P-0004-V1.0.0, both availa-
ble at www.wirelessinnovation.org. 

 For the purposes of this use case, we assume that there is a shared 
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network, in which spectrum resources are licensed for both commercial and public safety use.14

Event 15 requires the network sharing agreement emergency provisions to activate in the system.  
The current demands of broadband data to incident command have exceeded the negotiated thre-
shold.  The network agreement must mandate automatically reconfiguration of resources to accom-
modate the bandwidth requirements of public safety users through any way possible.  Note that Use 
Case 2 addresses network resource allocation and network management in general. This use case 
extends that concept to look specifically at the use case in the context of a shared public/private sys-
tem. 

  
There is a network sharing agreement between the public safety and commercial entities accommo-
dates commercial use of the spectrum during routine conditions, and prioritizes public safety use of 
the spectrum during emergency situations. Other aspects of the partnership (regional or national, 
whether the public safety license holder is the local agency or a national license holder, and so on) 
are immaterial to the use case. 

Based on governance and resource sharing rules, when activated, the cognitive network immediate-
ly activates its emergency service plan and places public safety data at the top of the QoS prioritiza-
tion list.  The cognitive network begins to plan for other ways to accommodate user throughput 
needs, by increasing modulation complexity and/or channel bandwidth.  The network must automat-
ically sense the most efficient modulation format available, based on the location of the responders.  
The network must identify the towers through which the responders and command are communicat-
ing.  The network may then reconfigure the carriers’ frequency reuse plan to increase channel 
bandwidth on some towers, which may also include disabling some network resources for the dura-
tion of the emergency.  As responders move, the network automatically optimizes its configuration, 
as required, to adapt to user needs.  

As noted in Event 15 of the scenario, the network resources include terrestrial and satellite commu-
nications.  Cognitive capabilities can also provide intelligent routing to sustain connectivity when 
communications links cannot be supported by land-based network segments, because of network 
capacity constraints, or because user nodes move beyond the RF coverage area of the network. 

5.3.1 Summar y of Scenar io Situation 

In terms of the aspects of the public safety communications environment: 

1. Physical: There are a number of first responders located in the same area as non-first 
responders (e.g., victims, people trying to evacuate the area, people stuck in a traffic jam 
caused by the vehicular accident, and so on) 

2. Network: Both first responders and non-first responders are accessing the shared net-
work resources per the existing network sharing agreement. 

3. Procedural: The network sharing agreement specifies that under certain emergency con-
ditions, the ratio of network resources allocated to first responder communications and 
those allocated to non-first responders can be changed, effectively increasing the alloca-
tion used by public safety. 

                                                 
14 Note that this could be established in a manner along the lines of the FCC’s original concept for Block D of the 
700 MHz spectrum, or through an allocation of spectrum specifically designed for shared use. 
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4. Regulatory: This resource re-allocation is based on a pre-negotiated agreement within 
the existing regulatory framework. 

5. Chronological: The need to re-allocate resources is determined and executed over a mat-
ter of seconds.  

5.3.2 C apability Shor tfall 

The concept of a public/private partnership in which spectrum allocation can change based on need 
and an emergency circumstance does not exist to the extent that is envisioned in this use case. There 
are examples of trunked systems in which public safety and other non-public safety governmental 
functions co-exist, and there are examples in which public safety users utilize commercial data sys-
tems, but neither of these examples reflect the challenges inherent in a network shared between 
commercial users and public safety users in which network resources are reallocated based on 
emergency conditions.  

5.3.3 Descr iption of Use C ase 

This use case specifically describes cognitive capability to automatically implement network re-
source allocation procedures defined in a network sharing agreement between a commercial carrier 
and a public safety agency. 

With respect to the specific aspects of the scenario situation noted in Section 5.7.1, this use case 
would result in the following: 

1. Physical: The physical location of the public safety and commercial users does not change 
in this use case. 

2. Network: Connectivity remains the same in this use case; public safety and commercial us-
ers continue to access the network. However, the resource allocations change as a function 
of public safety network user needs, establishing a lower priority for commercial user 
bandwidth needs during incident response, resulting in greater blockage of lower priority 
commercial traffic during the incident. This condition is a transitory state that will automati-
cally revert as the incident response dissolves, and commercial customers would purchase 
services based on prior knowledge that commercial network resources are managed in this 
way15

3. Procedural: The procedures for network resource allocation are defined in detail in the 
network sharing agreement between the public safety license holder and the commercial ent-
ity. 

.   

4. Regulatory: The regulatory regime provides explicit support for shared spectrum use.  

5. Chronological: The procedures for network resource allocation are defined prior to an inci-
dent. Execution of the procedures occurs in real time. 

5.3.3.1 Functional Capabilities 
Functional capabilities required to realize this use case include the following: 
                                                 
15 Conversely, since the shared network would be build to hardened public safety specifications, commercial cus-
tomers would likely gain in the context of enhanced day-to-day network reliability.  
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• A capability to adjust network resource utilization based on the terms of the network 
sharing agreement. The core cognitive capability is to provide a greater portion of availa-
ble network resources to public safety when they are needed by public safety. The specif-
ic implementation of this capability would be driven by network sharing agreement 
terms. For example, an agreement would typically provide for public safety use of a pre-
defined portion of shared network capacity on an as needed basis for day-to day opera-
tions, requiring some simple prioritization of traffic such that commercial access is on an 
as-available basis. The network sharing agreement would also have terms by which pub-
lic safety could utilize all available network capacity, pre-empting all commercial use. If 
this “trigger condition” is based on a public safety utilization threshold, or some alert 
condition, then some network load monitoring capability would be required to monitor 
these conditions and activate network priority changes. If the network sharing agreement 
relies on some external declaration “trigger” condition(s) have been met, it may still be 
helpful for relevant data to be collected by the network. It may also help overall network 
resource management if agreement “trigger” conditions can be anticipated or predicted. 

• The capability to revert from public safety network priority use is required as the emer-
gency communications requirements decline below the trigger thresholds. This capability 
is the inverse of the above capability, and relies on the same network operations monitor-
ing and incident management as the capability to increase the spectrum allocated to pub-
lic safety. We identify it separately because the ramp down of network operations often 
tends to not receive the same level of interest as the ramp up process, and because the 
economic viability of such networks is likely to depend on the rapid restoration of com-
mercial services (consistent with ensuring that public safety operations are not compro-
mised). 

• In addition to identifying the key conditions for network sharing, the other function re-
quired to realize this use case is the ability to allocate additional spectrum in the most ef-
fective manner. 

5.3.3.2 Regulatory Implications 
The assumption in this use case that “the regulatory regime provides explicit support for shared 
spectrum use” has not been broadly adopted at this time. In the United States, there has been a leng-
thy proceeding relating to this concept and the related auction of spectrum in the 800 MHz frequen-
cy band. While much of the proceeding dealt with auction rules and licensing (which we do not ad-
dress here), the regulatory framework of a network sharing agreement between public safety spec-
trum and commercial spectrum licensees has also been debated in great detail. Rather than repeat 
that extensive discussion, we note here that currently regulations do not generally support the level 
of spectrum sharing envisioned in this use case, and thus significant regulatory changes would be 
required. 

5.3.3.3 Policy Implications 
There are a number of policy implications related to this use case. The heart of the policy considera-
tions is the proposed network sharing agreement. Such an agreement would codify the policies of 
spectrum sharing. 

For the individual users, however, there would be little policy change required, as the use case in-
volves dynamic allocation of network resources (capacity) for public safety use, most likely in a 
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network built using shared commercial and public safety spectrum. Thus the only impact to the end 
user should be improved performance, unless incident conditions cause commercial traffic to be 
completely pre-empted on the network; a known potential condition, established in commercial end-
user service agreements.  

5.3.4 Summar y of I mpact of Use C ase 

The major impact of this use case is enhanced performance and capacity for public safety users dur-
ing an incident response. By sharing spectrum resources, public safety users have access to more 
network resources when needed to support incident response communications, allowing more data 
to be moved more effectively and quickly, with greater robustness.  

5.4 Use Case 4: Coverage Performance Improvement  

Event 19 captures the notion of the presence of interference and the ability of the cognitive network 
and cognitive subscriber units to adjust operating parameters as necessary to mitigate the effects of 
RF interference as well as improve noise-limited performance.  In event 19, RF interference is 
caused by increased traffic occupying nearby frequencies that are close enough (in frequency and/or 
location) to public safety user communication channels to cause blockage and/or interference resi-
due via leakage through the radio’s filters.   

5.4.1 Summar y of Scenar io Situation 

In terms of the aspects of the public safety communications environment: 

1. Physical: There are a number of subscriber units that must communicate when respond-
ing to the hazardous situation, but communications is hindered and even prevented by in-
terference and network signal levels are weak for some users, which causes noticeable 
degradation in voice quality. 

2. Network: The network is a typical public safety trunked radio system, consisting of one 
or more sites where base stations/repeaters are located, network backhaul data links from 
the sites, networking switching/routing to route radio communications from the source to 
destination communications devices (subscriber units, dispatch centers, etc.), and all net-
work control and database peripherals.  Base stations typically can sense when there is an 
excessive interference source and disable those channels (a brute force solution that re-
duces overall system capacity). 

3. Procedural:  The procedure for dealing with interference and poor voice quality due to 
weak signal is subscriber- and/or base station-centric.  If a user’s transmissions are not 
understandable, the user repeats the transmission and/or moves in the hope of getting bet-
ter coverage.  When base stations sense when there is an excessive interference source 
and disable those channels, this is typically transparent to the end user if other channels 
are available but it also affects access capacity and latency times.   Roaming algorithms 
are also employed in radios so that the radio can “automatically” try communicating on 
alternate trunked sites if the received signal falls below a threshold and/or the received 
BER is excessive.   For voice quality to improve, obviously there needs to be coverage 
overlap between network sites with robust link margins.  A more “brute force” technique 
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than roaming is for the radio operator to manually force his radio to use a different site, 
system, or even frequency band (rarely happens) in the hope that voice quality will im-
prove. 

4. Regulatory: The frequencies and waveforms that the subscribers and infrastructure are 
authorized to use in a given area are dictated by licensing.   

5. Chronological:  Depending on the severity of the interference, the trunked system re-
sponse time can collapse into a gridlock condition since every repeated transmission 
represents additional traffic and additional traffic, in turn, further delays response time.  

5.4.2 C apability Shor tfall 

In regards to interference-limited communications, today’s trunked public safety base stations typi-
cally employ limited interference avoidance on the control channel, using a technique that is often 
termed “carrier detection”. The carrier detection technique discriminates between wanted and un-
wanted receive signals in the base station control channel receiver using the time domain characte-
ristics of the signal envelope.  Desired receive control channel signals originating from radios wish-
ing to communicate with the station will be in short bursts (i.e., on for a short time, then off).  If the 
base station receiver detects that a received signal does not exhibit this characteristic (e.g., it is long 
duration) and of sufficient level to interfere, it will shut down that channel and the control channel 
will revert (direct subscribers) to the next available channel.  

Roaming algorithms, manually forcing an end users radio to access a different site, or even frequen-
cy band changes, as described in the Procedural entry in Section 5.4.1, do not provide high assur-
ance that a weak signal power condition will be corrected. Roaming algorithms can have many thre-
sholds that are often specific to the environment in which the radio operates, and these thresholds 
must be fine-tuned.  Also, a radio operator who manually changes systems during deep fading situa-
tions may find that the signal “comes and goes” even after making his alternative signal source se-
lection.  As a result, he may find himself having to repeatedly change controls on his radio, thus 
causing distraction from his life-critical mission.   

The current brute force, manual, and subscriber-centric methods of dealing with interference and 
weak signals are cumbersome, time consuming, spectrally inefficient to say the least, and they can 
even cause system instability and/or breakdown in severe cases.  “Smarter”, network-based solu-
tions can improve spectral efficiency via intelligent, optimal, algorithms that can be automated. 

5.4.3 Descr iption of Use C ase 

The interference mitigation and link margin improvement techniques for Event 19 use the known 
location of both the subscriber units and interference sources, the subscriber units’ desired data rate 
needs (e.g., voice, slow speed data, or high speed data), the subscriber units’ priorities, and analyti-
cal prediction of the RF coverage to choose the following parameters for each subscriber based on a 
multi-dimensional coverage, priority, and traffic optimization: 

• Transmit power 

• Waveform (various bandwidths corresponding to different data rates) 

• Frequency channel(s)  
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• Sites and systems  

• Antenna parameters and/or configuration 
The information is sent by the network via a control link to each radio and site.  Each radio, in turn, 
adjusts its transmit and receive filters commensurate with optimality for the particular waveform, its 
power output is configured to be “just enough” for communications at the desired quality of service, 
its operating frequency set to be far enough away from other radios’ communications channels to 
enable enhanced cancellation by its receiver filters, and its site and/or system if improved coverage 
is predicted with this alternate selection.  Also, if adaptive and/or reconfigurable site and/or terminal 
antennas are employed, the parameters of such antennas may be changed or adaptively enabled to 
form a beam in the direction of the desired communications path and/or set a null on the direction of 
arrival of (a) received interference signals(s).   The network also controls network access of each 
subscriber based on its priority relative to other subscribers.   

If the location, bandwidth, power, and frequency of the interference is unknown this substantially 
increases the complexity of the multi-dimensional optimization, but techniques such as game theory 
may be applicable to help ensure desirable network behavior in light of the distributed control.16

Candidate techniques that can be prescribed by the network when dealing with interference include 
the following: 

 

• Frequency agility—move the communications channels away from the frequencies where 
the effects of the interference are being observed 

• Burn through—increase the power output of the subscriber units and/or use waveforms 
that can better tolerate the interference 

• Coverage extension—set up an ad hoc network to reduce the ratio of communications 
range to interferer range, which achieves better signal to interference ratio. 

• Subscriber receiver parameter modification—mitigate the effects of the interference by 
changing subscriber receiver parameters; if the interference is causing a blockage due to 
overload of the radio receiver, sometimes insertion of additional receiver attenuation will 
improve the signal to interference ratio. 

• Antenna nulling—use site and/or terminal antennas that can place a null in the direction 
of the interfering signal, either adaptively or via external control. 

Candidate techniques that can be prescribed by the network to deal with weak signals include the 
following: 

• Power increase—increase the power output of the subscriber units (for terminal to base 
station limited situations)  

• Waveform design—use waveforms that can better tolerate weak signals 

• Coverage extension—set up an ad hoc network to “relay” the signal among closer spaced 
radios  

                                                 
16 James O. Neel: “Analysis and Design Of Cognitive Radio and Distributed Radio Resource Management Algo-
rithms PHD Dissertation Virginia Tech September 2006 



  Public Safety Special Interest Group 
 Use Cases for Cognitive Applications in Public Safety Communications Systems Volume 2 
 WINNF-09-P-0015-V1.0.1 

Copyright © 2010 The Software Defined Radio Forum Inc. Page 52 
All Rights Reserved 

• Subscriber receiver parameter modification—the optimum receiver configuration in 
noise-limited situations is typically not the same as for interference limited situations, so 
in noise-limited cases where adjacent channel interference is not a concern, some im-
provement in link margin can be afforded with a filter change.  Also, even RF front end 
components of the subscriber radio could be controlled to enable more effective radio 
sensitivity at the expense of higher interference susceptibility. 

• Antenna gain—use site and/or terminal antennas that can optimize gain in the desired di-
rection of communication, either adaptively or via external control. 

All of the techniques described in the above lists can be performed today, but require extensive hu-
man (manual) analysis. Cognitive radio capabilities can automate significant parts of the process, 
shortening the time required to execute performance improvement actions and reducing the burden 
on the humans in the loop. That is, much less time required for operators to react to the situation; 
operating parameters could be optimized automatically; and automated monitoring of performance 
over time allows parameters to be adjusted automatically as well.  With respect to the specific as-
pects of the scenario situation noted in Section 5.4.1, this use case would result in the following: 

1. Physical: There is no change to the physical deployment of assets, except for potentially a 
more capable network processor to accommodate the network-based application that per-
forms the processing algorithms.   

2. Network: The existing network will be augmented with an application that implements in-
terference mitigation and/or link margin improvement algorithm(s), and may require addi-
tional control interfaces from/to the subscriber units. 

3. Procedural: Manual operations required with current technology would be replaced by re-
viewing (and approving as necessary) the reconfiguration steps taken by the cognitive-
enabled network. 

4. Regulatory:  Radios are licensed to operate with more waveforms that have more varying 
bandwidths and data rates.  Radios are also licensed to utilize frequencies allocated to other 
services under specified conditions.  

5. Chronological: The time required to respond to interference and/or weak signals is reduced 
significantly. 

5.4.3.1 Functional Capabilities 
The functional capabilities required to realize this use case include the following  

1. GPS in all subscriber units and communication of the position coordinates of each subscrib-
er unit to the network application. 

2. The ability of each subscriber unit to specify, to the network application, the subscriber 
units’ data rate needs for its next transmission or message sequence. 

3. The ability of each subscriber unit to rapidly change transmit power, waveforms, frequen-
cies, filtering, and receiver attenuation based on commands sent over the network. 

4. A network application that includes 

a. A coverage and interference model that can predict signal and interference levels at 
every potential end-user location. 
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b. A CR algorithm that optimizes the following variables based on predicted signal and 
interference levels for all subscribers: 

• Transmit power 

• Waveform for communication (various bandwidths corresponding to different 
data rates) 

• Frequency channel(s) for communication 
c. Dynamically controllable access priority per subscriber unit 

5. The ability to set up an ad hoc network17

6. Optional adaptive and/or externally controllable antennas for the sites and/or terminals that 
can place additional gain in the direction of the desired communications and/or nulls in the 
direction of interference sources. 

  

5.4.3.2 Regulatory Implications 
To enable the most “hooks” for improving performance, radios will likely have to be licensed to 
operate with the flexibility of using multiple waveforms that have more varying bandwidths and 
data rates.  Also, if the cognitive algorithm is extended to “borrow” frequencies from other services 
this, of course, impacts regulatory procedures/certifications. 

5.4.3.3 Policy Implications 
The additional functionality of a cognitive network may allow some changes to existing policies and 
procedures to expedite the deployment of such devices in emergency situations. 

5.4.4 Summar y of I mpact of Use C ase 

 “Smarter”, network-based solutions improve spectral efficiency via automated, intelligent, and 
more optimal algorithms. 

5.5 Use Case 5: Reconfigurable RF Gateway Capability 

In events 13 and 14 of the scenario, a situation arises in which it becomes necessary to establish a 
voice communications link between first responders and personnel that do not have access to first 
responder equipment. For example, tow truck operators need to coordinate their activities with inci-
dent command staff  and to obtain personal protective equipment (PPE) so that they can go into a 
hot zone to remove vehicles that are blocking traffic routes that are needed by emergency vehicles. 

In this use case, a reconfigurable repeater is deployed to link a frequency used by tow truck opera-
tors with a frequency used by the first responders. For ease of reference we refer to such a device as 
a Mode Agile Gateway Network Enabled Technology (MAGNET) in subsequent use case discus-
sions. 

                                                 
17 See Use Case 1, Section 4.3.1., “Use Cases for Cognitive Applications in Public Safety Communications Systems 
Volume 1: Review of the 7 July Bombing of the London Underground,” Report No. SDRF-07-P-0019-V1.0.0, 7 
November 2007, available at www.wirelessinnovation.org. 
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5.5.1 Summar y of Scenar io Situation 

In terms of the aspects of the public safety communications environment: 

1. Physical: There are a number of tow truck operators whose activities must be coordi-
nated within several elements of the response; they must be directed to locations to re-
ceive PPE; they must then be directed where to go to remove vehicles, etc. The area from 
which vehicles must be removed is within a hazardous material plume. The geographic 
area covered by the responders who need to be connected is generally the immediate area 
of the incident—an area of approximately 1 mile radius, requiring voice radio links back 
to the EOC. 

2. Network: The tow truck operators have legacy equipment that does not operate on public 
safety frequencies; thus they have no means for direct voice communication with first 
responders. With current technology, it is possible to deploy a programmable gateway 
device that could be used to establish the necessary communications link via channel au-
dio bridging. 

3. Procedural: Assuming the use of a programmable gateway device, the current proce-
dures are for a Communications Unit Leader or other qualified individual to set up the 
device, determine the parameters of the channels to be connected, and establish the con-
nection. 

4. Regulatory: Two or more mobile or portable radio units are typically interconnected via 
an audio gateway bridging device, and these radio units actually provide access to RF 
channels. The regulations that apply to such radios are in force. 

5. Chronological: The time required to set up and properly configure a programmable ga-
teway device varies with the complexity of the RF environment, characteristics of the in-
terconnected radio networks, and the experience of the gateway operator. While it is 
possible to set up and connect two radios in a matter of minutes, experience has indicated 
that it can take much longer to adjust parameters to ensure adequate quality in the com-
munications. 

5.5.2 C apability Shor tfall 

Using current technology, the typical approach to providing this gateway capability is to deploy a 
programmable gateway device that patches audio from a radio tuned to a communications frequen-
cy used by the tow trucks with audio from a radio tuned to frequency used by the first responders. 
The gateway manages all radio push to talk controls. There are several different products and ap-
proaches that are currently available, including: 

• Mobile or fixed-site repeaters that simply retransmit incoming calls on a different out-
going channel. 

• Dispatch console patches or audio linking devices (including IP-internetworking devices) 
that link channels of different radio systems. Such patches are generally permanent capa-
bilities of the network infrastructure rather than capabilities that can be deployed at an in-
cident. 
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• Intelligent gateway devices that allow a user to define which channels are to be linked to-
gether, and can support multiple simultaneous “conversations” through the device. 

All of these approaches are characterized by the fact that a radio transmission on one channel must 
be rebroadcast on each other channel that is linked through the repeater/patch/gateway device.18

While such devices are employed extensively today and provide needed communications interope-
rability, field experience has indicated a number of challenges with the current technology: 

 

• Such devices require personnel with extensive training to operate effectively. 

• While set up can occur quickly, there are typically a number of parameters which must be 
adjusted to ensure effective operation at the time of activation. Determining the optimum 
parameters and adjusting them can be time-consuming, labor intensive, and potentially tie 
up valuable communications channels.  

• Improperly deployed devices can have a severe detrimental effect on overall communica-
tions, and on resources associated with all interconnected networks. 

• Mobile devices and supporting networks are susceptible to “parallel” links and loops if 
more than one gateway is active in an incident.  

• All programming is manual; thus if changes need to be made to the gateway device to ac-
commodate changing communications requirements, or changes in RF environment, the 
device parameters must be manually adjusted. 

5.5.3 Descr iption of Use C ase 

The concept of this use is a gateway device that functions much like current gateway devices, with 
three notable exceptions: (1) rather than plug existing radios into the device (as required by most 
current devices), the device has front end reconfigurable transceivers (radios) that can configure to 
the required frequencies, protocols, and other operating parameters, potentially eliminating the need 
to bridge at an audio level by bridging at a digital level or at an intermediate frequency ; (2) cogni-
tive capabilities can determine how the radios need to be configured, and (3) the device can monitor 
ongoing communications to adjust operating parameters to maintain optimum quality of the com-
munications links. 

With respect to the specific aspects of the scenario situation noted in Section 5.5.1, this use case 
would result in the following: 

1. Physical: There is no change to the physical deployment of assets. The cognitive-enabled 
reconfigurable device is deployed in the same manner as current devices. 

2. Network: There is no change to the network. The cognitive-enabled reconfigurable device 
established the same network connectivity and the same users are connected as with current 
devices. 

                                                 
18 We also recognize that with current technology it is also possible that an emergency management coordinator 
could contact individual tow trucks via commercial cell phone. While that is a feasible approach, it is difficult to 
broadcast information to all tow truck operators simultaneously, or for individual operators to be aware of what oth-
er trucks are doing, etc.  
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3. Procedural: Because of the greater capabilities of the cognitive-enabled device, some 
changes in the procedures are appropriate. In particular, manual operations required with 
current technology would be replaced by reviewing (and approving as necessary) the recon-
figuration steps taken by the cognitive-enabled device. 

4. Regulatory: The actual use of the communications channels does not change, so no regula-
tory changes are required for that aspect of the use case. However, the replacement of sepa-
rate radios with a reconfigurable transmit/receive capability that is an integral part of the de-
vice would typically require that the device undergo the certification required of other ra-
dios. This use case assumes that all use of communications frequencies falls within the 
bounds defined in the licenses for use of that frequency. 

5. Chronological: The time required to properly deploy the gateway device is reduced signifi-
cantly (from as long as several hours to a few minutes). 

5.5.3.1 Functional capabilities 
The functions required to realize this use case include the following: 

1. Cognitive capabilities to identify operating parameters of communications links to be 
connected. Such operating parameters include, but are not limited to, frequency, band-
width, PL tone, repeater hang time, repeater squelch tail, transmit power, etc.  

2. Reconfigurable multiband radio modules that are components of the gateway device. 
Reconfigurable parameters include those listed above. 

3. Elimination of the need to bridge at a baseband audio level by bridging at a digital level 
or at an intermediate frequency. Encrypted digital signals can be bridged without com-
promising transmission security at within the bridge, potentially allowing end-to-end en-
cryption between compatible systems.  

4. Cognitive capability to identify the degradation of performance, “ping pong effects” 
when bridging conventional repeaters, or situations in which a channel is “locked up” 
due to improper parameter setting, etc. 

5. The ability to pass authentication and credential information from one system to another 
through the gateway. Note that procedures are defined in the P25 ISSI to accomplish 
this, but gateways linking non-P25 systems, and gateways which convert transmission to 
audio baseband do not have this capability.  

There are a range of architectures for a MAGNET device. The majority of devices currently 
commercially available use an architecture in which radios are connected to the device, and 
generally switch audio at the baseband level, with some modifiable parameters to control some 
aspects of the transmit/receive functions. The cognitive functionality for such a device would 
monitor performance and modify these parameters. Alternative architectures can incorporate 
reconfigurable transceivers in the MAGNET itself, in which case the cognitive capabilities can 
control parameters in both the transceivers and the switching mechanism. Regardless of the ar-
chitecture, the key required functions determine what reconfiguration options are available 
(whether they involve reconfiguring a radio connected to the device or a programmable tran-
sceiver embedded in the device) and what changes are appropriate to improve performance. 
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5.5.3.2 Regulatory Implications 
A reconfigurable gateway device would include reconfigurable radios, designed to operate with 
specified parameters but able to be reconfigured as needed to replicate different capabilities. Thus 
the key regulatory issue is how the reconfigurable radio capabilities are certified. 

5.5.3.3 Policy Implications 
Most agencies have established, or are establishing, policies and procedures governing the use of 
gateway devices. Some policies may cover guidelines or rules defining the authority and circums-
tances under which such devices can be deployed, establishing rules for coordination when such 
devices are to be deployed, and establishing the qualifications of device operators. Such policies and 
procedures would still be appropriate in this use case. The additional functionality of a cognitive-
enabled reconfigurable gateway device may allow some changes to existing policies and procedures 
to expedite the deployment of such devices in emergency situations. 

Also note that reconfigurable gateways are intended to provide communications capability among 
users that do not typically communicate with each other.  It is important to ensure that where possi-
ble, users are trained in best communications practices (e.g., plain English) needed for efficient 
communication of information. In cases where disparate user groups must communicate in emer-
gency situations for which they have not trained, a short list of guidelines should be available and 
quickly communicated to all users of a linked channel. For example, it is important for non-public 
safety personnel in such a situation to practice good radio discipline to avoid straining system ca-
pacity. Ensuring the ability for disparate user groups to communicate is not only a technical issue 
but also a training and operations issue. 

Policies and procedures must also be established for authenticating users who are on a system that is 
linked via the MAGNET.  

5.5.4 Summar y of I mpact of Use C ase 

The positive results of realizing this use case are as follows: 

1. Such devices could be deployed with much less time required for the operator to in-
teract with the device relative to current technology. 

2. Operating parameters could be optimized automatically if device receive frequencies 
are known, in addition to the ability to identify transmit frequencies (i.e., the FCC 
Part 90VHF band does not use paired channels).  

3. Automated monitoring of performance over time allows parameters to be adjusted 
automatically as well.  Optimized operation would ensure that the communication 
link problems such as repeater interference problems, channel “lock ups”, and inter-
ference, can be addressed in real-time rather than requiring manual intervention. 

5.6 Use Case 6: Interface with non-first responders 

In event 27 of the scenario, additional specialty agencies begin to arrive and their radios must be 
integrated into the networks.  Of particular concern are the industrial firefighters brought in from 
outside the area (and for which there are no pre-existing aid agreements) to assist in controlling and 
extinguishing the fire.  Audio patches (such as a reconfigurable gateway as described in Section 5.5) 
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are configured for use by environmental health and safety agency personnel.  We assume that the 
industrial firefighters’ radios are state of the art and are automatically reconfigured to operate on 
Central City’s network.  The COML authorizes the additional agencies to access the Incident Area 
Network (IAN).  The IAN automatically reconfigures its operation to accept the additional client 
units. Reconfiguration occurs in two ways;  

• Reconfiguration of industrial firefighter radios that can be authenticated into the network. 
For radios that can be reconfigured to operate on the public safety network, those radios are 
reconfigured in accordance with the roles for which the firefighters are assigned; this situa-
tion is similar to that described in Use Case 1 (Section 5.1), with the exception that the per-
sonnel in this case are not part of a first responder agency.  

• Second, for health and safety agency personnel that cannot be directly authenticated to the 
network, and/or have radios that cannot be reconfigured to operate on the network, a MAG-
NET (see Section 5.5) is deployed to provide a gateway interconnecting those firefighters 
radios and the public safety radio system.  

In both situations, the technical aspects of this use case are similar to Use Cases 1 and 5; however, 
the procedural and regulatory implications of this use case are different. In addition, since the indus-
trial firefighters and health and safety personnel are not first responders, it is also critical that the 
network connections that allow them direct communications with first responders do not adversely 
impact the remainder of the communications capabilities being used by other incident response per-
sonnel.   

5.6.1 Summar y of Scenar io Situation 

In terms of the aspects of the public safety communications environment: 

1. Physical: There are a number of responders (Industrial Firefighters, Environmental Health, 
and Worker Safety) that must communicate on the IAN as they work in proximity to the in-
cident area.   

2. Network: Though the Industrial Firefighters are equipped with compatible public safety ra-
dios, they must work through the COML to be authorized on the system.  Health and Safety 
personnel have legacy radios that do not have access to the public safety frequencies and 
thus have no direct access to First Responders.  The COML authorizes use of the MAGNET 
system to allow Health and Safety personnel to be bridged onto the network. 

3. Procedural: Two procedures are involved in this instance.  First, for the Industrial Fire-
fighters and the Health/Safety Personnel;  assuming that the Industrial Firefighters have 
compatible radios, the process will be for the COML to get information on these radios so 
they can be authorized on the Central City Network.  Assuming theses radios are standards 
based OTAP capable, the COML will load these radios with the correct template and the ra-
dios can be immediately used.  Second, in the case of the health/safety personnel, the proce-
dure is much like for the tow-truck; the COML will authorize the MAGNET system to con-
figure itself to accommodate bridging in the Health/Safety personnel into appropriate talk 
groups as per ICS On-Scene Commander guidance.  
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4. Regulatory: The frequencies and waveforms that the subscribers and infrastructure are au-
thorized to use in a given area are dictated by licensing. Non first responders cannot access 
public safety systems. 

5. Chronological:  Two separate timelines are involved.  The first is the time required to set 
up and properly configure a MAGNET unit; the required time varies with the complexity of 
the RF environment and the experience of the operator. While it is possible to set up and 
bridge two radio systems in a matter of minutes, experience has indicated that it can take 
much longer to adjust parameters to ensure adequate quality in the communications.  The al-
ternative, in which non-first responders such as the Industrial Firefighters have radios that 
are compatible with public safety systems, is that the interface between first responders and 
non-first responders could be accomplished with over the air programming once such action 
is authorized. In this case the reconfiguration timeline is on the order of a few minutes. 
(Note that in the latter case there is additional time required to add such users as authorized 
users to the system.)  

5.6.2 C apability Shor tfall 

The capability shortfalls for this use case are identical to the shortfalls listed in Section 5.1.2 and 
Section 5.5.2. 

5.6.3 Descr iption of Use C ase 

The concept of this use case is twofold.  The first is using OTAP to reconfigure the compatible (In-
dustrial Firefighter) radios.  The second is to utilize the previously mentioned MAGNET unit 
which: (1) rather than plug existing radios into the device, the device has front end reconfigurable 
radios that can configure to the required frequencies, protocols, and other operating parameters; and 
(2) cognitive capabilities to determine how the radios need to be configured. 

5.6.3.1 Functional Capabilities 
The functional capabilities required to realize this use case are those listed in Sections 5.1.3.1 and 
5.5.3.1. 

5.6.3.2 Regulatory Implications 
The most significant regulatory implication is that this use case assumes that non-first responders 
will be transmitting on frequencies allocated for public safety service.  While regulations may allow 
such communications in emergency situations, they may need to be modified to explicitly define the 
circumstances and appropriate authorizations that should be in place to ensure that such communi-
cations is available when needed while not adversely impacting other first responder communica-
tions. 
5.6.3.3 Policy Implications 
Policies and procedures may need to be defined to outline agency rules on the circumstances under 
which non-first responders can communicate on first responder networks, policies and procedures 
for authorization and authentication, and policies and procedures for how agency communications 
assets may be configured to accommodate interface to non-first responders. 
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5.6.4 Summar y of I mpact of Use C ase 

In certain circumstances, such as the ones outlined in the scenario, direct communications between 
first responders and non-first responders provides more efficient and effective communications. Re-
laying messages through dispatchers, as an alternative, is subject to errors, takes valuable time, and 
involves the time and attention of another person (the dispatcher). Other alternatives (such as as-
signing a liaison officer to work with the non-first responders) require additional personnel for re-
laying messages rather than performing a more direct incident response task. While the public safety 
community justifiably is wary of untrained non-first responder use of valuable first responder com-
munications assets, under the appropriate circumstances this use case can provide critical, timely 
communication that maximizes the support provided by non-first responders. 

5.7 Use Case 7: Revert to Previous State 

Radio users reconfigure their radios to return to their default home template.  As the loading on the 
voice network lessens, the voice network releases channels back to Metropolis and restrictions on 
FDMA users are removed from the radio system.  The IAN continues to reconfigure itself as res-
ponders stand down, units move and leave the network, until there are no more units left to commu-
nicate.  The broadband network continues to automatically reconfigure itself until utilization drops 
below specified thresholds.  Once below the threshold the network returns to normal operation.  A 
conventional repeater is on site which is able to receive and transmit on multiple frequencies at the 
same time.  The repeater automatically senses the RF environment and allows the COML to create 
groups of uses through that repeater.   

This cognitive capability could reside with the infrastructure, within the radio, or both.  If in the in-
frastructure then the radio would have to be capable of providing this data to the network before it is 
reprogrammed. If a part of the radio the user might have to tell or configure the radio to save its cur-
rent state and programming so that it can be restored later. 

5.7.1 Summar y of Scenar io Situation 

In terms of the aspects of the public safety communications environment: 

1. Physical: As first responders arrive at the incident (and throughout the course of the inci-
dent), their radios are reconfigured to meet incident needs. The first responders are physical-
ly distributed throughout the incident area, including evacuation areas and perimeter control 
areas removed from the actual chemical plant where the initial explosion occurs. Two poten-
tial rollback applications: at some point in the scenario, a reconfiguration of the system 
(network and subscriber radios) results in a degraded communications capability, therefore 
these configurations must be restored to their previous state (Use Case 7a). Later, when the 
first responders are released from the incident, prior to departing for  their home jurisdic-
tions, which may be hundreds of miles from the incident, their radios should be normalized , 
or “rolled back” to a pre- incident, or “home” configuration (Use Case 7b).  

2. Network: The first responders are linked to the network as needed to support the incident 
response. At one point the network and subscriber radios are reconfigured, and the result is a 
degradation of communications capabilities. To resolve this condition, the previous configu-
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ration must be restored. Later, some first responders are released from the incident and as 
they depart their radios are disconnected from the network. 

3. Procedural: At some point in the scenario the procedure for reconfiguring some element of 
the communication system (network and subscriber devices) is executed. The result is that 
communications are degraded.  

4. Regulatory: The regulations that govern commands for reconfiguration (see Section 5.1.1) 
apply to this use case. 

5. Chronological: Current capabilities do not provide simple approaches to systemically roll 
back changes to configurations. Thus the timeline requires manual review of the communi-
cations situation and execution of reconfiguration commands to restore a previous configu-
ration.    

5.7.2 C apability Shor tfall 

For the situation in which a reconfiguration needs to be rolled back, networks and subscriber devic-
es may maintain a configuration history which allows previous configurations to be restored. How-
ever, rolling back a configuration change that involves the network and subscriber equipment is not 
typically automated in current systems. Thus changes which turn out to have a negative impact on 
communication can only be reversed by manually resetting software configurations installed in the 
network and in subscriber equipment. 

In the case of restoring default or home agency configurations as a responder is released from an 
incident, the most significant shortfall is associated with radios which cannot be reconfigured over 
the air. Reprogramming radios that must be tethered to programming hardware can take a signifi-
cant amount of time (days or weeks) due to the logistics of transporting radios to where they can be 
reprogrammed. Radio security is not discussed here, but some LMR manufacturers require use of 
special hardware or software keys prior to accessing radio configuration functions.  

5.7.3 Descr iption of Use C ase 

With respect to the specific aspects of the scenario situation noted in Section 5.7.1, this use case 
would result in the following: 

1. Physical: There is no change to the physical deployment of assets. 

2. Network: Once a network operator or COML issues the appropriate command, the network 
automatically restores the previous, or home, configuration of the network and the subscrib-
er radios. 

3. Procedural: A procedure must be in place to determine when a reconfiguration results in 
degraded communication. This could be an automated process but would logically include 
some human oversight to avoid unnecessary configuration changes. For visiting users pro-
viding mutual aid, the “home configuration” must be stored in the network or on the radio 
unit itself, for later recall and activation, prior to departing the incident scene. This “image” 
could be encrypted prior to storage to protect the integrity of the home network, making it 
unreadable by incident personnel, or to provide a capability to bypass home network securi-
ty keys. This will also provide significant cost savings for home network personnel.  
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4. Regulatory: No specific regulatory changes are needed to implement the concept of revert-
ing back to a previous state. Some standardization of appropriate messages may be neces-
sary to maintain interoperability in a multi-vendor or multi-model environment. 

5. Chronological: The time required to reconfigure network equipment, or to rollback a recon-
figuration, can be significant if the process is not automated. It can also be a time consuming 
process to restore subscriber equipment to default or home jurisdiction configurations after 
the radios have been reconfigured to support an incident response outside of the agency’s 
home jurisdiction. Much of the time in this situation is based on tethering radios physically 
to programming hardware, a process that can be eliminated with over the air reconfigura-
tion. 

5.7.3.1 Functional Capabilities 
The functions required to realize this use case include the following: 

1. The ability to recognize when a reconfiguration process results in a degraded com-
munications condition. Note that the process of determining that such a condition 
exists could be entirely manual (i.e., strictly based on the reaction of users or obser-
vations of a network operator or COML staff). However, given a capability in which 
subscribers can report RF information to the network (see Section 5.4), it is also 
possible that a cognitive capability within the network could monitor RF information 
and configuration changes to correlate changes in system capabilities and effective-
ness of configuration changes. Such information could be analyzed over time to de-
velop more effective configuration options (a “learning” capability) or at least alert a 
human operator if communications capabilities degrade following a configuration 
change. 

2. The ability to retrieve and securely store prior configuration information. 

3. The ability to restore a configuration. 

4. The protocols and algorithms to ensure that all radios rollback the correct known and 
valid prior configuration. 

5. The ability to securely return network equipment to a default configuration, via over 
the air command or reprogramming. 

5.7.3.2 Regulatory Implications 
No specific regulatory changes are needed to implement the concept of reverting back to a previous 
state. Some standardization of appropriate reconfiguration messages may be necessary to maintain 
interoperability in a multi-vendor or multi-model environment. 

5.7.3.3 Policy Implications 
There are a number of policies and procedures that are required to realize this use case. This use 
case assumes some level of human oversight into execution of reconfiguration and rollback 
commands, so the policies and procedures must be put in place to address the following: 
 

• Under what circumstances is a rollback decision made? 

• Who has the authority to order a roll back to previous state? 
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5.7.4 Summar y of I mpact 

Many of the use cases discussed in this document involve reconfiguration of the network and/or re-
configuration of subscriber devices. While thorough analysis, careful implementation, and rigorous 
testing are mandatory prior to any deployment of such capabilities, the unpredictable nature of real-
time incident response means that it is necessary to have contingencies in place, should the outcome 
of network equipment and/or system reconfiguration not provide the desired or expected results. In 
such cases it is necessary to return the equipment and/or system back to a known working state as 
quickly as possible. Current systems do not provide the tools to systematically reverse a sequence of 
reconfigurations among network and subscriber devices. This use case simplifies this process by 
providing capabilities to restore a previous configuration as needed. 

5.8 Use Case 8: Cognitive Sensor Network 

Discussion of sensor input arises in events 6 and 26 of the scenario.  Consideration is also given to 
vehicular traffic in events 13 and 14.  

The primary legacy source of automated sensor data is in the personal protective equipment (PPE) 
worn by firefighters entering the hazardous area.  Other related information is typically relayed over 
voice channels. In exploring the benefits of cognitive capabilities to more effectively respond to this 
type of situation, we will address additional sources of sensor data, consider how information from 
them is delivered to IC, and how it is used in the response. 

5.8.1 Summar y of Scenar io Situation 

1. Physical: A facility with substantial quantities of flammable and potentially toxic chemicals 
has experienced an explosion and fire, and the situation is out of control.  There are two cat-
egories of hazards at the site.  The first set is associated with physical hazards to personnel 
entering the area to deal with the fire.  The other hazard is presented by a toxic plume ema-
nating from the scene that threatens the nearby population and facilities.  Some aspects of 
these problems can be determined by observation, but others, such as carbon monoxide are 
invisible, and require sensors to ascertain the level of toxicity.  In the described scenario, the 
primary source of sensor data is from sensors in the protective equipment worn by firefight-
ers.  That data relates primarily to the onsite problem, and does not deal adequately with the 
larger toxic plume that extends beyond the plant location. 

2. Network: Part of the gear carried into the fire consists of radio equipment providing com-
munications support between IC and other first responders via the trunked radio network. 
The sensors also generate traffic that requires bandwidth on the IAN for delivery to incident 
command.  Each data radio connects directly to a common central unit.  As more firefighters 
are deployed, sensor traffic increases creating a congestion problem both from the quantity 
of data generated and the loss of effective bandwidth due to contention for channel time. 

3. Procedural: Firefighters control when they transmit on voice channels, and can respond to 
congestion by reducing the number of transmissions and their length.  Autonomous uncoor-
dinated sensors, however, are not directly controlled, and lead to channel congestion, with 
some information that is ultimately redundant. 
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4. Regulatory:  Spectrum is assigned to public safety operations, but additional channel capac-
ity may be required to handle the increasing volume of data and voice traffic. There are no 
unresolved regulatory issues. 

5. Chronological: During the initial phases of the incident, any issues with hazardous condi-
tions are unknown.  Initial notification of a specific hazard is critically important, but re-
peated messages reporting no change in the situation are redundant, and wasteful of band-
width.  Once existence of a hazard is known, then changes in its intensity or location be-
come relevant. 

5.8.2 C apability Shor tfall 

There are three significant areas of shortfall that can be alleviated by improved system design and 
application of enhanced information technology.  One is inadequacy, or lack of, of available sensor 
information.  Legacy operations depend largely on facilities that responders bring to the scene, and 
do not take full advantage of supplementary information sources.   

Another shortfall is congestion in the communication systems, caused by delivery of information by 
individual sensors operating independently, and without a coordinated priority structure.  This prob-
lem can be alleviated by coordination between on-scene CR terminals that cooperate at the data 
source to avoid data transmission that is irrelevant or redundant. 

The third shortfall is onsite information overload on the part of the response team.  Both the 
processing and presentation of available sensor data should provide all needed information in a form 
that is easy to understand.  For example, an on-screen map of the factory, with color-coded symbols 
to display the hazard level in different areas, is more readily assimilated than a printed list of coor-
dinated and raw sensor data. 

5.8.2.1 Supplementary Sources of Sensor Data 
The following are additional sources of sensor data that have potential to be processed to enhance 
overall situational awareness. 

A. Personal Protective Equipment Mounted Supplemental Sensors. Existing PPE re-
sources provide data from sensors, including life signs data about the wearer and infor-
mation about ambient conditions, such as air temperature and carbon monoxide levels.  
To supplement sensors mounted directly on individuals, devices called “pebbles” or 
“motes” can be placed in the environment.  These small radio-equipped devices are 
dropped at various locations along the path of response both to provide extra sensor data 
and also augment the communications network. 

B. Building Mechanical and Emergency Systems.  Buildings are equipped with systems 
to provide heating and cooling.  Those systems have sensor networks with sensors lo-
cated throughout the building, and the resulting data is used to control building air flow 
and temperature.  The buildings also have emergency system sensors that detect over-
temperature conditions, sound alarms, close fire doors, and activate sprinklers.  All of 
these facilities are normally managed via a sensor management or telemetry system cen-
trally within the building, but this control function can often be redirected to external fa-
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cilities during the emergency19

C. Environmental Measurement Facilities.  The US Weather Service has an extensive 
network of devices that provide meteorological data on a continuous basis. It also pro-
vides current weather data summaries and forecasts to predict future weather conditions.  
The service tracks frontal movement, information that could be used to predict wind 
shifts that will affect smoke and toxic plume clouds around the scene of an emergency. 
Additional environmental information is available from other local sources, such as air-
ports and sewage treatment facilities.   

.  Sensor power is normally provided via the building 
power system, but critical sensors can be equipped with battery backup.  Data from 
these sensors can be redirected from the building management system to incident man-
agement and/or individual first responders by cable or a local RF network. 

D. Video Cameras.  Video from privately owned and municipal cameras can be used to 
enhance situational awareness.  Due to the amount of information available, video feeds 
would be recorded at the Emergency Operations Center (EOC), a permanent central site, 
and edited to select the most relevant footage.  The resulting clips are made available to 
units on the scene when relevant or on demand.  Edited and tailored time-lapse informa-
tion about a plume is an example of preparing video information for maximum effec-
tiveness. 

E. Commercial Digital TV.  With conversion to Digital TV, commercial stations have a 
20 MB pipe, more capacity than is needed to deliver their primary program material.  
With high-powered licensed transmitters these stations have excellent coverage.  In an 
effort to provide additional services, the TV broadcast industry is looking for business 
cases where a revenue stream can be derived from broadcast of data.  Transmission of 
video content or advertising directly to cell phones, based on geolocation, is a commer-
cial version of this capability. 
For Public Safety, this data stream can supplement dedicated channels for delivery of in-
formation from government agencies and other sources.  Local municipal or remote 
FEMA command posts, for example, might use such a channel to download lower-
priority but relevant data that might overload busy lower-capacity dedicated channels.   

Commercial TV stations are also generating video relevant to certain types of disasters 
for use in their news broadcasting, via feeds from cameras located in news helicopters, 
for example.  Their broadcast data sub-channel is a potential way that information, sup-
plementing the video feeds mentioned in D. above, could be delivered.   

F. Cellular System Traffic Information.  The incident generates variations from the nor-
mal call traffic patterns as indicated by call volume data and the pattern of hand-offs be-
tween cell sites.  Geolocation data can be obtained via mobile phones equipped with 
GPS capability or by triangulation from network base station antennas. This information 
is used to determine where people with active cell phones are located and to derive traf-
fic patterns in the vicinity of the incident. 

G. Intelligent Traffic Systems.  ITS Cognitive Radios in vehicles, and infrastructure asso-
ciated with highway automation systems serve as sensors for traffic flow information 

                                                 
19 See Alan Vinh, Computer-based Monitoring for Decision Support Systems and Disaster Preparedness in Build-
ings, IMETI Proceedings, June 2008, Orlando, FL 
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used by Incident Management personnel, including routing of emergency vehicles to the 
scene.  Conversely, information from the incident is used by the highway system to 
warn drivers and to divert traffic around congested or dangerous roadways.20

5.8.2.2 Information overload 
 

When a small number of sensors are active in a given area, routine network query and sensor re-
sponse data volumes will be small, and channel contention will not present a problem.  Both sensor 
network message volume and network contention will increase issues as data collected from sensors 
and sensor query activity levels increase while network resources remain constant, significantly 
more so if conditions trigger transmission of asynchronous alarm data.  

In a simple implementation, sensors will repeatedly transmit their current readings to the central 
system, asynchronously or in response to a system query.  A large number of messages with nega-
tive reports may not represent useful data.  When some pre-defined level of a sensed parameter is 
detected, that change in status becomes useful information.  For example, if a significant number of 
individual sensors mounted in responder  PPE which are located are in close proximity to each oth-
er, they may all contend for channel capacity to transmit redundant information, all reporting the 
same condition.  

The solution lies in coordinating information delivery to minimize channel contention. It is also use-
ful to vary reporting intervals to minimize redundant information, while reporting often enough to 
establish that connectivity has not been lost. 

5.8.3 Descr iption of Use C ase 

This Use Case involves both inclusion of additional sensors as supplementary sources of data, and 
management of the resulting information.  Networks, communication facilities, and operating pro-
cedures are modified to encompass the seven sources of information described in Section 5.8.2.1.   
Activities in the Central City EOC are brought into the scenario. 

This Use Case treats the two components of “Cognitive Radio” independently.  Cognition is com-
posed of information processing, decision making, and policy execution delegated to the system.  
Radio

The following aspects of the scenario situation noted in Section 5.8.1 describe this Use Case: 

 is delivery of data of all kinds over wireless links.  The Use Case does not confine itself to 
cognitive functionality implemented in the same box as the RF components:  that functionality can 
be accomplished anywhere in the system.  With efficient communication links, data can be 
processed locally, or sent to remote sites and the results returned with minimal delay. 

1. Physical: The physical aspect of the scenario is essentially the same as described is 1.1.1., 
with the addition of traffic sensing as indicated in items F. and G.  Some additional equip-
ment, including additional radios and the pebbles, is added.  Activities, particularly handling 
video information, in the Central City EOC result in its inclusion in facilities involved. 

It is of particular interest that significant improvements in capability and performance are 
realized by the addition of CR functionality with minor physical modifications. 

                                                 
20 This is an interesting example of system interaction.  Two independent systems, developed without a requirement 
to coordinate, link up and work together to satisfy needs of both DOT for highway management and PS in respond-
ing to the incident.  Upon conclusion of the event they will disconnect and resume independent operation.  
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2. Network: Network changes to implement enhanced sensor capability are as follows. 

A.  Sensor communication facilities in individual PPE equipment interact to form an ad hoc 
network.  This net reduces contention, and improves connectivity.  In addition, the pebbles 
dropped by firefighters on their path into the scene contain radios that enhance network con-
nectivity and also provide additional sensors. 

B. Building HVAC systems are designed to accommodate an interface with emergency ser-
vices.  A building control diagram is maintained in the municipal emergency information 
database, and the building network can be accessed for emergency control of the facility.  
Primary connection to the building network is IP through the commercial service provider 
data facility, with local wireless backup via unlicensed spectrum.   

Individual sensors in the facility connect with the building control room through a wireless 
local net.  Security information needed to access that network is also available to the emer-
gency crew so that sensors can be read out even though the central site is not functional due 
to the emergency. 

C. Meteorological data is important is cases where wind velocity and air temperature influ-
ence the plume emitted from the site.  The US Weather Service offers a special service for 
Public Safety use where local weather conditions and forecasts are available for specific lo-
cations.  The specific location for which information is needed can be obtained from the 
emergency database, or read from an onsite GPS receiver.  In this scenario, the wind shift in 
Event 32 is forecast.  Delivery of this weather information to IC occurs over a DTV data 
sub-channel from a local TV station. 

D.  Central City has a number of video cameras available throughout the city.  During an 
emergency these cameras can be controlled from the City EOC to provide relevant incident 
information, such as information to IC for traffic congestion and plume tracking.  Due to the 
vast amount of footage generated, the video streams are all digitally recorded for computer 
storage.  A feed directly to IC can be provided.  Alternately, EOC personnel are trained in 
both interpreting pictures and editing time-lapse clips which are then transmitted to the IC 
location. 

E. As previously mentioned, commercial TV stations can provide data sub-channels on a 
contractual basis for emergency use.  They also frequently have video feeds transmitted 
from remote units and helicopters.  These feeds are relayed to the EOC to supplement 
broadcast reporting with additional footage.  

F.  Commercial Service Providers operate the familiar cellular Telephone service. The struc-
ture of their protocols provides geolocation from base station sector directionality, or in 
some cases, by GPS coordinates derived within the call phone or mobile units.  As highway 
coverage is an important revenue source, the cellular providers have good coverage in high-
density traffic areas.  The resulting data has a characteristic pattern of sector utilization and 
hand-off that changes when traffic disruption occurs.  When traffic is congested or blocked, 
the resulting data can be analyzed and overlaid on local GIS data to assist in dealing with the 
vehicular congestion described in Event 13.  Delivery of that information is over the carri-
er’s existing data service connection. 

G.  Connection between the city EOC and ITS will be by landline.  Relevant data is then 
forwarded to the incident command post by their RF link.  Intelligent Transportation System 
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(ITS) support data for emergency vehicles in movement is transmitted direct between the 
vehicle and the ITS infrastructure; emergency vehicle priority in the ITS system supple-
ments Code 3 operation. 

3. Procedural: Procedures for incident management vary significantly as incident command-
ers tailor response to local conditions.  As additional sensor output is provided, there is dan-
ger of data overload both in terms of overwhelming the communications resources and in 
overloading the human decision makers.  Data processing facilities in IC, supplemented by 
those in EOC, reduce the data load by eliminating redundant or unchanging information re-
ports, and by well-designed data presentation on computer displays.  Training in display 
management for IC personnel is needed to optimize decision-making. 

The sensor data stream is in parallel with voice communication.  Legacy operating proce-
dures may need to be extended to ensure that all personnel have the same context for under-
standing full implications of information derived from sensors. 

With access to data transmitted from sensors located in responder PPE, and facility mechan-
ical systems, commanders can warn firefighters where toxic or over-temperature conditions 
occur.  For example building fan controls can be used to reduce oxygen delivery or control 
air pressure within parts of a structure. 

Availability of significant amounts of visual information from video footage enhances un-
derstanding of the scene, but also presents a problem of viewing time required.  The addition 
of video backup and storage in the better-equipped and environmentally controlled city EOC 
partially addresses the need to immediately analyze real-time video with a high information 
density.  It does introduce the need for on-scene personnel to request images of specific 
areas or events. Protocols must be established for its delivery to the scene with the video, 
plus contextual and interpretive information so there is no confusion about what the images 
are showing.  

4. Regulatory: Regulatory agencies are sensitive to the needs of PS agencies, and a number of 
actions are being proposed and implemented.  Priority access to commercial capacity can be 
required to accommodate emergency response traffic.   700 MHz or 4.9GHz FCC licenses 
in the US can provide needed bandwidth and useful air interfaces with appropriate priority 
structures.  Unlicensed operation in Whitespace TV spectrum can also support a number of 
applications for emergency response. 

5. Chronological: Availability of sensor data might help reduce the need for a change in evac-
uation in Event 32.  Otherwise, the timeline is not changed. 

5.8.3.1 Functional Capabilities  
Functions include the following: 

• Enhancement of cognitive radio functionality to improve PS systems and within systems 
that are sources of data to automate handling of the significantly increased traffic vo-
lume. 

• Enhancement of PPE sensors, ad-hoc networking, pebble technology supplementing the 
incident area network, monitoring software in IC with cognitive tools to provide an ef-
fective display of current conditions and generate appropriate alarms. 
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• Prior planning with building personnel to establish details of connection to the building 
management and mechanical systems, and provisions for taking control. 

• Process to monitor weather information continually in the city EOC, and proce-
dures/standards that specify information format when it is relayed to IC. 

• Video feed from traffic control center to EOC.  Training for personnel to determine pro-
cedures/standards that specify what images & video information are needed, and what 
format is used when it is relayed to IC. 

5.8.3.2 Regulatory Implications 
Most of the communications described in this Use Case will involve use of spectrum that is already 
licensed.  Permission may be needed for TV band use.  Regulatory action may be needed to provide 
additional spectrum to construct networks with adequate bandwidth. 

5.8.3.3 Policy Implications 
In some cases PS planning is completed with the assumption that every resource utilized is brought 
to the scene by first responders, and controlled by them.  Some of the items described above, in 
5.8.3.1, Functional Capabilities, may require changes in policies and procedures.  For example, this 
use case would require: 

• Accepted agreement with TV stations as to what services will be provided, technical de-
tails of channels to be used, and integration of that information into incident response 
equipment, procedures, and training. 

• Accepted agreement with cellular service providers as to exactly what call traffic data 
can be made available, and in what format.  Capture of that real-time data is a function 
of cognitive functionality within the cellular infrastructure.  Provisions for protection of 
data, ensuring the privacy of individual callers must be addressed. 

• Agreement must be reached between PS and DOT authorities as to what ITS traffic in-
formation will be exchanged and the formats to be used.  Incorporation of CR capability 
in both systems to automate as much as possible of the information exchange process, 
and to define policies for its use.  Training for control of the two systems when they are 
connected and procedures for disconnecting the systems. 

5.8.4 Summar y of I mpact of Use C ase 

This Use Case describes a number of opportunities to enhance sensor information available during 
an incident.  These capabilities are relatively independent; application of any of them has potential 
to improve operations.  The case also identifies potential problems that may arise as a result of the 
sheer volume of data available.  Cognitive Radios, and cognitive functionality in other areas of the 
system, can be of great assistance in reducing the volume of information transferred over the net-
work and also increase its relevance for recipients. 

An important consideration is how much of the decision space can be stated as policy, and dele-
gated to cognitive functionality for execution.  Insufficient delegation leads to individual overload, 
while too much delegation can result in inadequate control under unusual circumstances.  Another 
consideration is the human-machine interface.  Users must be able to vary the level of control they 
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want to retain, and the information they want to see must be in a form to facilitate decisions to be 
made.  

Facilities such as we have described can provide better projections, and reduce the likelihood of un-
expected developments.  That, in turn, permits first responders and commanders to be more proac-
tive and less reactive. 
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6 Additional C apabilities and T opics  
There are several issues that must be addressed in support of most or all of the use cases defined in 
Section 5.  These issues cut across specific applications of cognitive technology, and are relevant for 
any application of cognitive radio technology for the benefit of public safety.  These issues include: 

• Security; 

• Auditing for purposes other than security; 

• Interface to legacy systems and transition to cognitive capabilities; 

• The interrelationship of use cases;  

• The interrelationship of communications and information management; and 

• Standards. 

6.1 Security Issues applicable to and Capabilities Required to Support SDR/Cognitive Ra-
dios 

Given the potential of SDR and cognitive radio technologies to reconfigure communications capa-
bilities, a key consideration is to ensure that radios, and the systems of which they are a part, are 
protected from malicious commands to alter configurations or performance parameters and from 
attempts to disrupt communications.  As such, security is a critical topic that applies to all of the use 
cases described in Section 5.  Security discussed in this section is primarily limited to ensuring the 
integrity of radio system—not mission or operational security or security of the communications 
themselves.  In other words, we focus on ensuring that the radio operations

In today’s world of viruses, Trojans and other forms of malicious attacks are commonplace in com-
putational environments, including those of software reconfigurable radios. In this hostile environ-
ment, security functions should reside at the top of the list of essential requirements for all SDRs, 
and especially cognitive radios.  Some of the most important security functions are included in 

 are protected from mali-
cious attack. 

Ta-
ble 2 and are discussed below. 

Cognitive radio systems, because they learn about their local operating environment and alter their 
behaviors as a consequence of the environment, are potentially vulnerable to new forms of attacks; 
attacks which attempt to exploit and influence the behavior of the cognitive system in a way which 
is both detrimental to the behavior of the CR system and desirable to the attacker.  Some of these 
vulnerabilities have been addressed in a Forum submission to the International Telecommunications 
Union (ITU) in a document published in September 200821

One potential attack not addressed in that submission is one in which the attacker, who is aware of 
the external parameters and factors which can influence a given CR system’s behavior, attempts to 
influence these factors by altering the external environment in a manner that will, in turn, influence 
the behavior of the CR system. The specific methods and means employed by the attacker will be 
dependent on the actual behavioral characteristics of the CR system, thus we are not able to address 

.  An extract of this document is pro-
vided below in Appendix C, which includes the specific text from the report, addressing security 
concerns related to cognitive radio systems.  

                                                 
21 SDRF-08-R-0010-V0.5.0, Input to ITU-R WP5A on Cognitive Radio Systems, 2 September 2008, available on the 
Forum website (www.wirelessinnovation.org) under the Document Library. 

http://www.wirelessinnovation.org/�


  Public Safety Special Interest Group 
 Use Cases for Cognitive Applications in Public Safety Communications Systems Volume 2 
 WINNF-09-P-0015-V1.0.1 

Copyright © 2010 The Software Defined Radio Forum Inc. Page 72 
All Rights Reserved 

specific details concerning the attacker’s methods without knowledge of the specific CR system be-
havior.  The Forum’s input to the ITU, included in Appendix B, does describe some methods, par-
ticularly those that might be employed by CR systems using “pilot channels”.  The key point to con-
sider for any CR System is whether or not the planned cognitive behavioral characteristics are vul-
nerable to exploitation in this general manner. If such vulnerabilities exist, then the design of the 
system should be modified in a manner which mitigates or prevents any exploits. 

Table 2:  Essential Security Functions for Cognitive Radios 

• Access control, including authorization for:  
o Software Downloads/Updates 
o Policy Downloads & Updates 
o Configuration Data downloads/Updates 
o  Human-Machine Interface interactions  

• Identification, authentication and non-repudiation services for: 
o Users 
o User Devices  
o  Network Devices  
o Network & Other Service Providers 
o Software providers 

• Information integrity for : 
o All resident user data 
o  All resident radio & network configuration Data 
o Any downloadable data or software 
o Over the Air Control and configuration commands 
o All resident software and firmware 

• Credential, certificate and key management services for: 
o Users Certificates and private keys  
o Device Certificates and private keys 
o Root & intermediate Certification Authority Certificates 
o PINs, Biometric access and other electronic credential data   

•  Confidentiality including encryption & decryption services for: 
o User communications  
o Network control communications 
o Software Downloads 
o Policy (security, regulatory etc.) downloads 
o Configuration Data downloads 
o Device Uploads to networks (e.g. Log data, configuration data) 
o User data Storage 
o Configuration Data Storage 

•  Auditing  
o Usage logs 
o Security logs 
o Cognitive Operations logs  

• Security policy enforcement  
 
As this report was being generated, the Forum’s Security Working Group (SecWG) was concurrent-
ly preparing a document entitled “Securing Software Reconfigurable Communications Devices” 
which addresses these and other import security functions as well as fundamental design aspects 
that are recommended to be a part of any software reconfigurable radio.  Especially important are 
design considerations regarding the overall security architecture for the radio.  Many devices today 
provide some or all of the security functions listed in Table 2, however the underlying security ar-
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chitecture in which these services are provided is either non-existent or fundamentally weak in de-
sign.  Unless the security architecture exhibits robustness appropriate to the identified threats and 
their associated risk probability assessment, the security services, and the protection they provide, 
could be bypassed or otherwise compromised.  

The above referenced SDRF SecWG document also contains an extensive list of design require-
ments that address the full spectrum of security functions.  Future documents by the SDRF Security 
Working Group will employ use cases to develop recommended security profiles for different radio 
applications such as public safety, network infrastructure, user cellular handhelds, etc.  The reader is 
urged to read this document when it is published (expected in the late 2009).  Until such time the 
following section provides a brief summary of these services and examples of how they might apply 
in a cognitive radio system.  The following section contains a condensed and edited extract of a 
portion of the SDRF SecWG document. 

6.1.1 A ccess C ontr ol Ser vice 

Traditional access control includes defining who has access to machines using PINs or passwords 
and profiles which define individual user access rights/privileges.  For Cognitive Radios and other 
system/network components, access control has a much broader context including authorization for 
who may authorize and distribute (download or update), software/ firmware download for either 
new functions or update to previously installed applications.  Similarly this security service also ap-
plies to downloads or updates operations addressing machine interpretable policies (e.g. regulatory, 
security, etc.), as well as radio and/or network configuration data, radio environment mappings, and 
other information.  Thus any information that can be loaded via the air interface or any other device 
interface should be subject to access restrictions which define who is authorized to perform the 
associated function, the authenticating authorities, and span of their authority.  In some instances, 
for very security sensitive operations, the definition might require preloading of digital credentials 
of authorized individuals, while for other less sensitive operations the authorizations might be con-
tained in downloadable policies.   

Access control measures may also be applied to components of the communications system.   Such 
measures could prevent lost or stolen public safety radios from being used to monitor communica-
tions or from attempts to spoof operations by false communications.  Access control of this type 
could essentially lock out these radios.  Likewise, access control applied to network services and 
operations could help prevent misuse or fraudulent activities involving these assets. 

In extremely sensitive radio applications (e.g. public safety, homeland security and other federal 
agency  applications) which are at high risk of malicious software code attacks, access control 
measures might also apply to internal software operations by defining which applications can use 
specific services, which have data read and or write access rights, etc. 

For a design viewpoint, determining which aspects of access control are applicable in a given appli-
cation can only be determined by completing a comprehensive threat analysis and risk assessment 
which quantifies the likelihood (probability) that someone is willing to devote the necessary re-
sources to attempt to exploit a perceived vulnerability.  
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6.1.2 I dentification, A uthentication and Non-
r epudiation Ser vices 

Access control functions are predicated on the abili-
ty to identify a user or entity (e.g. Network server) 
and to have some degree of confidence that the us-
er/entity is who they claim to be.  Identification is 
necessary for the users, their devices (e.g. the SDR), 
network devices such as servers, as well as organi-
zational entities such as Software providers, Net-
work Operators and the entire range of service pro-
viders accessible via wireless devices. 

In simple systems users identify themselves with a 
user log-on name and enter a PIN or password. The 
PIN/password sometimes is the only thing entered 
and serves both as an identifier and “authenticator”.  
Other means of identifying individuals include er-
gonometric information such a fingerprints or retin-
al scans of the eye.  However, these ergonometric 
forms of identification of don’t apply to the myriad 
of other types of entities who need to access sys-
tems via the internet or over the air interface.  For 
individuals, digital devices containing electronic 
credentials are used.  Among these are included RF 
ID devices, smartcards or other digital token devic-
es. 

6.1.3 I nfor mation I ntegr ity Ser vice 

In the preceding section we stated that the digital 
signature process, besides permitting authentication 
of the source, also allowed the recipient to verify 
that the document had not been altered.  This is 
possible because the digital signature process in-
volves computing a mathematical function known 
as a secure hash (see for example FIPS publication 
180-2).  

The hash is computed using the contents of the 
document/token and a key (random number) 
created by the originator and is a form of encryption 
that produces a result that is signed by the private 
key of the originator. (This means that only the ori-
ginator could have created the hash).  The hash al-
gorithm ensures that it is not possible to make alte-
rations in the data being protected in such a way 
that the same computational result would occur, nor 

Public Key Encryption 

For these digital forms of identification, the current 
technology involves the use of digital certificates 
which have been prepared, issued and digitally 
signed with a secure digital signature by a Certifica-
tion Authority (CA) or a designated sub-authority.  
This technology uses an asymmetric encryption tech-
nology known as Public Key Encryption.  Associated 
with each PKE Certificate issued to a user, a user 
device or other entity is a public key and a pass-
word/PIN encrypted private key.  The public key is 
embedded into the certificate contents and thus is 
protected by the secure digital signature placed on 
the certificate by the issuing authority. The public 
and private keys are mathematically related in that 
information encrypted in the private key can be de-
crypted by the public key and vice versa.  A private 
key signature allows the recipient to be sure that the 
document came for the originator and has not been 
altered in transit across the network.  The digital 
signature forms the basis of authentication.  To be 
sure that the sender is who they claim to be, the reci-
pient can authenticate the certificate of the originator 
since it must have been signed by a CA or designated 
sub-authority, by using the public key of the CA to 
verify the signature on the certificate.  This requires 
the authenticating device to have copies or the certif-
icates issued to the CA and any other sub authority.  
The CA certificate in known as the “root” certificate 
since it is the anchor of “the chain of trust”. 

When it is important to document the occurrence of 
an event (e.g., logging into a database with law en-
forcement sensitive data) the device can record the 
event along with the entire digital certificate of the 
entity logging in as well as the document and/or to-
ken signed by the entity. The token is a piece of data 
(e.g., random number) produced by the recipient 
which is signed in real time by the entity logging in.  
This method prevents someone from impersonating 
the entity logging in.  This record can then be used to 
counter any claim by the entity (who may attempt to 
repudiate the event) that the event didn’t occur, or 
that even if it did, that the entity was not responsible.  
This results from the simple fact that only that entity 
could have signed the document/token when the 
transaction occurred.  This is known as a non-
repudiation service and is important in many types of 
transactions such as downloads into SDR devices or 
in financial transactions involving the user of an SDR 
or other computational platform.  
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could any other data combination provide the 
same result.  This guarantees that data cannot be 
altered without detection, nor could an entire doc-
ument be substituted.  The recipient can then use 
the same key (which has been provided in the 
transaction) to calculate the hash and compare it to 
the value included in the signature (which has al-
ready been authenticated.) The recipient thus de-
termines that no alterations have occurred.  

This same technique can be used to protect sensi-
tive data stored within the SDR as well as for any 
software downloaded into the device. It can even 
be applied to commands sent over a control chan-
nel used to control and manage the SDR. 

In some especially sensitive applications, it might 
be applied to firmware and software stored on the 
SDR to ensure that the device has not been tam-
pered with.  

6.1.4 C onfidentiality Ser vice  

The confidentiality service is often one of the first 
that comes to mind when one thinks about securi-
ty.  Many of today’s commercial wireless systems 
employ some form of privacy, particularly for the 
air interface, but these methods are limiting in that 
they only protect the air interface portion of the 
larger communications path and some have prov-
en to have exploitable weaknesses, most notable 
the WEP encryption initially used on WiFi links 
which has been superseded by WAP and WAP2.   

What is important to emphasize is that because 
true end to end encryption is not always the case 
in the commercial telecommunications world, if 
the data is really sensitive and needs to be pro-
tected, it should be encrypted only at the source 
and decrypted only at the recipient. Furthermore if 
the data needs to be protected in storage, then the 
entity storing the data should encrypt it using a 
privately generated (symmetric encryption) secret 
key which it then protects by encrypting it with its 
PKE public key which can only be decrypted us-
ing his private key.   

Before leaving this topic, it is important to note 
that in the PKE system, the private key is itself encrypted using a password issued by the Certifica-

Transport Layer Security 

Many of us are also familiar with using secure com-
munications for commercial transactions via the inter-
net.  These transactions typically employ a protocol 
known as Secure Sockets Layer (SSL) (also known as 
Transport Layer Security [TLS]) which uses the same 
PKE algorithms and certificates discussed earlier. 
Other protocol rely on another form of encryption 
known as symmetric key encryption using algorithms 
such a DES and AES among others. 

In symmetric key encryption, all parties involved share 
a common private key. There is no public key in this 
system, only the private key. One presumed disadvan-
tage of symmetric key encryption is the fact that the 
private key has to be distributed to all of the parties 
involved and it has to be done in a way that does not 
allow the value of the key to be compromised.  In this 
instance PKE presents a solution which allows the 
private key to be securely distributed.  In fact many 
internet transactions use this aspect of PKE unkno-
wingly. This is due to the fact that the PKE algorithms 
are computationally intense and time consuming.  To 
encrypt a full message or document intended for one or 
more recipients can be time consuming, particularly 
when multiple recipients are designed since the mes-
sage would have to be encrypted separately in the pub-
lic key of each, and each would then have to decrypt its 
own version of the message using its private key.  

Instead, the originator generates a temporary private 
key and uses it to encrypt the message. Then it encrypts 
just the private key in each of the public keys of the 
recipients. It sends the one encrypted copy of the mes-
sage and the encrypted private keys for each recipient 
to all intended recipients. Each recipient then decrypts 
its copy of the private key, and uses it to decrypt the 
message.   Thus in this case PKE is being used as a 
form of key management.  
The use of encryption to protect communications in 
transit is perhaps the most commonly viewed use of 
this technology.  These communications may be to 
encrypt voice communications or sensitive data (e.g, 
financial, medical, legal) or to protect the intellec-
tual property of it creators (e.g software).  For some 
information, encryption is necessary not only while it 
is being communicated between two or more points, 
but also when it is in storage.  For example, users 
may wish to store passwords and other person-
al/financial data on their communications device. 
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tion Authority or its designee.  Thus the password is a form of encryption key, When humans are 
involved, it is the responsibility of the human to protect this password. However, there are many 
computational entities, including SDRs which use PKE, and they must possess their own digital 
credentials.  

For these devices, the manufacturer of the device must provide an answer to the question- how is 
the password for the device’s private key to be securely protected?  One recognized approach is to 
build into the device a tamper resistant secure storage area only accessible by the device when pow-
er is applied.  Another, less desirable method would be to require the user of the device to enter this 
information via the device’s keypad, while a third alternative would be to store a part of the pass-
word in a removable storage device kept by the user and required to be available to the SDR when 
power is restored. Other methods may also be employed. 

6.1.5 A uditing  

Auditing is a security service which records events to permit subsequent analysis of the events. 
Some of the events which may be recorded relate to security such as user log-ins (who and when 
they log in or are logged out), others events may relate to radio usage (start time, duration and chan-
nel used), radio management (e.g. download events, configuration changes) or for a CR a record of 
cognitive operations, which might include recording of location, channel usage and parameters 
which effect cognitive decisions. 

Auditing is considered a security service because the integrity and accuracy of the events logged 
must be maintained and protected from accidental or intentional attempts to alter the log.  Further-
more, access to the log needs to be restricted to authorized individuals for user privacy as well secu-
rity concerns.   

Because of limited storage for many, if not most, wireless devices, frequent uploading of the log to a 
central repository would be warranted.  For these uploads off-line encryption would be used to en-
crypt the information before it is transmitted. If PKE is used, the public key of the device controlling 
the central repository would be used to transmit a copy of the symmetric key used to encrypt the 
log. Only the repository device would be able to decrypt this key and use it to decrypt the log con-
tents.   

The wireless device would also be required to provide a secure digital signature and integrity hash 
for the log contents prior to uploading. This validates the source and the integrity of the log contents 
and should be maintained along with the original log content in the central repository as long as the 
log data is retained.  That may then be used to provide non-repudiation services. 

Depending upon the specific radio application it might also be relevant to encrypt the audit log 
records while in local storage in the wireless device to ensure that privacy is not compromised 
should the radio be lost or stolen. 

For an SDR there may be value in being able to configure via a data or policy download, which 
events are to be recorded in the audit log and the frequency or times when the log is to be uploaded. 
Being able to select the specific events allows not only for controlling storage needs and uploading 
frequency, but it also permits focused study of events with subsequent off-line analysis, or tailoring 
the log to the specific application for which the radio is being used. 
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6.1.6 Secur ity policy enfor cement 

Before addressing security policy enforcement it is relevant to understand what is meant by the term 
“security policy”. In fact there are several meanings depending upon your perspective. 

An Organizational Security Policy (OSP) is a formal statement of the rules by which people who are 
given access to an organization's technology and information assets must abide. It is a document 
external to the SDR and is enforced by the individuals in the organization. 

A System Security Policy (SSP) s a set of rules and practices that specify or regulate how a system 
provides security services to protect resources. The SSPs are thus components of Systems security 
architecture and design.  Significant portions of the system security policies are implemented via 
security services and employ security policy expressions and/or are built into the system design. The 
SSP should implement relevant aspects of the Organization Security policy.  

An SDR Platform security policy is a set of rules, either implicit in the design and/or explicit via 
machine interpretable expression, which define and limit the application of security services and to 
govern or restrain a system's possible actions as defined by the System Security Policy. 

As a practical matter there may be multiple entities that supply SDR Platform security policy but 
there will be one entity that defines the overall policy including the authority given to other entities. 
It is incubating on that entity that it ensures the delegated authority does not lead to conflicting poli-
cies or that when conflicts arise it provides a means to resolve that conflict. 

From these somewhat codifying definitions, it should be clear that it is not possible to design a radio 
that has any security enforcement without first defining the first two levels of the security policy 
because they generate the SDR security policy which the design must enforce. This policy clearly 
has a significant impact on the SDR security architecture and the implementation and design go-
verning how the various security functions and services will be provided. 

6.2 Auditing for Purposes Other than Security 

In addition to the importance of auditing from a security standpoint as addressed in Section 6.1.5, 
there is a need for auditing purposes to support additional requirements.  Auditing is important to 
provide: 

• A record of the basis of decisions within the radio system for post-incident analysis. 

• A record of the basis of decisions to improve and enhance cognitive radio capabilities. 

Cognitive capabilities by definition include a significant number of decisions made at the subscriber 
radios and within network operations—more decisions than can be made by human operators.  The 
power of cognitive radio is the ability to make such decisions in a rapidly evolving environment.  
Given the dynamic nature of the communications environment of incident response, some decisions 
may be counter-intuitive or may result in suboptimal network performance.  The real time capability 
to manage such situations is based on human oversight of the network operations and the require-
ment to rollback changes that do not result in desired outcomes.  To supplement real-time control of 
the system, it is also useful to analyze the performance of cognitive networks after an incident to 
understand the decisions that were made.  Thus an auditing capability is an important component of 
the system.  Information regarding cognitive radio decisions should be recorded for post-incident 
analysis. 
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There are a number of tradeoffs in the implementation of this functionality.  Subscriber equipment, 
particularly portable devices, is limited in terms of the storage available for audit information.  Sto-
rage requirements can be reduced by uploading data, but uploading then consumes spectrum that 
may be needed for critical communications during an incident.  Storage is more readily available 
within the network infrastructure, but computation cycles devoted to storing data for subsequent 
analysis are then not available for real-time network operations.  Thus the critical tradeoff is deter-
mining the value of data stored for subsequent analysis versus the costs (in terms of memory, com-
munications, and computation) of recording the data. 

One approach to the tradeoff is to allow modification of the type of data that is logged.  For exam-
ple, more data could be logged during a training or test exercise, while a minimal amount of data 
would be logged during real-time operations.  Another important aspect of this capability is a set of 
tools for efficiently analyzing the data. 

6.3 Transition and Interface to Legacy System 

Realization of any of the use cases described in Section 5 will not happen “overnight” even at the 
point where the technology is proven, supporting regulatory changes have been instituted, and poli-
cies and procedures have evolved accordingly. Thus in each use case functional capabilities, regula-
tory considerations, and policies and procedures will also be needed to accommodate legacy sys-
tems. 
The use cases postulate cognitive capabilities at some point in the network; the challenge is the in-
terface between a network that has cognitive capabilities and legacy subscriber equipment (and net-
works).  Specific functional capabilities within a cognitive network required to accommodate legacy 
systems include the following: 

• The ability to distinguish legacy equipment and the capabilities of each device. Note that 
since legacy equipment may not be able to provide sufficient information about itself to 
the network, it may be necessary for the network to recognize the waveform characteris-
tics and derive/infer the device capabilities. 

• The ability to reconfigure transmit/receive capabilities to interface with legacy equipment 
and bridge as appropriate to establish necessary communications with other subscribers 
on the network. 

• The ability to establish/re-establish communications links to avoid interference to/from 
legacy equipment. 

• An appropriate subset of these functional capabilities may also be implemented within 
subscriber equipment that has cognitive capabilities. 

6.4 Interaction of Use Cases 

While the preceding use cases have been described and analyzed independently, there are interac-
tions among the use cases and the cognitive capabilities that support these use cases. For example, 
dynamic spectrum access and dynamic prioritization could interact such that responders with the 
highest (or lowest) prioritization could utilize dynamically allocated spectrum to maximize access 
for the highest priority users. Secondly, dynamic spectrum access techniques may be useful in rea-
lizing the network extension use case. Network extension capabilities could be used to link to non-
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first responders. Finally, we also recognize that the issues of command and control described in Sec-
tion 5.2 become even more challenging as capabilities are implemented to realize multiple use cas-
es. 

It is beyond the scope of this report to address all of the issues that could arise in the interaction of 
use cases, so we simply note that there could be additional interactions to consider in addressing 
multiple use cases, in terms of functional capabilities, regulatory considerations, and policies and 
procedures. 

6.5 Interrelationship of Communications and Information Management 

Cognitive radio functions are a subset of cognitive capabilities used to maintain the safety of both 
the general public and the first responders who protect them. Cognitive radios support communica-
tions needs through the allocation of resources that support the command and control functions ne-
cessary to effectively respond to an incident. Efficient use of network resources to optimize incident 
response requires not only capabilities to optimize use of communications resources (i.e., to move 
the optimal amount of information) but also capabilities to ensure delivery of the most important 
information. Designating the relative importance and priority of information being transmitted goes 
beyond the scope of just the communications system. The applications that produce or consume the 
information ultimately determine the information priority. 

However, applications that produce/consume information, and the communications capabilities that 
transport that information, must work cooperatively to ensure that that first responders and incident 
command have access to the most critical information when it is needed.  For example, graceful de-
gradation of video quality in response to bandwidth constraints is most effective when the applica-
tion producing the video, the application using the video and the communications system work syn-
ergistically so it can degrade it in a manner consistent with available communications capacity 
while maintaining the ability to fulfill incident management needs. 

In several of the use cases, we identify cognitive capabilities that would likely go beyond the scope 
of the communications system itself to include capabilities of sensors, command and control appli-
cations, and so on, that utilize the communications capability.  Because of the synergistic aspects 
noted in the preceding paragraph, we have not attempted to make a precise distinction between cog-
nitive capabilities incorporated into cognitive radios and cognitive capabilities of the applications 
that consume the data that is supplied via the communications system. 

6.6 Standards 

Some of the use cases involve communication of control information among subscribers (e.g., dis-
covery of peer radios) or between the network and subscribers. Examples of the latter include in-
formation concerning roles and priorities.  There needs to be standard protocols for the transmission 
of such information to ensure that radios are interoperable.22

                                                 
22 Recent legislation passed by the U.S. Congress requires that federal grant money can only be spent for communi-
cations equipment developed pursuant to voluntary consensus standards where such standards exists. 

  The specific protocols requiring stan-
dard definitions will depend in many cases on the specific approach used to implement functional 
capabilities identified in the use case, so it is important to recognize that standards will be needed to 
ensure interoperability of cognitive radios. 
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7 Summar y 
7.1 Summary of Functions and Capabilities 

Each of the use cases described in Section 5 requires certain functions and capabilities to be imple-
mented.  In this section, we restate these functions and capabilities in a summarized list.  This list 
documents the technical challenges and research areas in cognitive radio that we have identified 
through this use case analysis. 

Cognitive radio functions required to realize this use case include the following (the numbers fol-
lowing each function/capability map back to the number of the use case(s) in which the requirement 
for the functional capability is identified: 

• Explicit definition of user roles within an incident response structure.  [1, 6] 

• Electronic storage of a user’s credentials. [1, 6] 

• Ability to authenticate a user as qualified for a specific role. [1, 6] 

• Ability to query radios for information including, but not be limited to, vendor, radio 
type, available modes, version numbers, reconfigurability, etc.  [1, 6] 

• Definition of appropriate radio capabilities as associated with a user’s role. [1, 6] 

• Ability to associate users, radios, and user roles. [1, 6] 

• Ability to reconfigure the radio based on the user’s role. [1, 6] 

• A standards-based over the air programming capability to include the software tools 
and “meeting point” (standardized modulation, bandwidth, frequency, and protocols) 
configuration. [1, 6] 

• Sufficient security to ensure integrity of the over the air reconfiguration process. [1, 
6] 

• Ability to restore the radio to a previous configuration including a default configura-
tion and the configuration of the radio prior to the incident. [1, 6, 8] 

• Ability for individual radios to provide some information about the RF environment 
at their location, and a standard method for transmitting this information back to the 
network for analysis. [2, 3] 

• Ability to identify the geolocation of network nodes. [2, 3, 4] 

• Ability to monitor, anticipate, and identify network resource allocation issues. [2,3] 

• Ability to adjust spectrum utilization based on defined policy (such as a network 
sharing agreement). [3] 

• Ability to release use of spectrum by public safety users as the emergency commu-
nications requirements decline.  [3,8] 

• Ability to allocate additional spectrum in the most effective manner. [2,3] 

• Ability of each subscriber to specify, to the network application, the subscriber 
units’ data rate needs for its next transmission or message sequence. [4] 
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• Ability of each subscriber unit to rapidly change transmit power, waveforms, fre-
quencies, filtering, and receiver attenuation based on commands sent over the net-
work. [4] 

• A network application that includes 
o A coverage and interference model that can predict signal and interference le-

vels at every potential location of subscribers. 

o A CR algorithm that optimizes the following variables based on predicted sig-
nal and interference levels for all subscribers: 

• Transmit power 

• Waveform for communication (various bandwidths corresponding to differ-
ent data rates) 

• Frequency channel(s) for communication 
o Dynamically controllable access priority per subscriber unit [4] 

• The ability to set up an ad hoc network23

• Ability for externally adapt and/or control antennas for the sites and/or terminals that 
can place additional gain in the direction of the desired communications and/or nulls 
in the direction of interference sources. [4] 

 [4] 

• Ability to identify operating parameters of communications links to be connected. 
[5, 6] 

• Reconfigurable multiband radio modules that are components of the gateway device. 
[5, 6] 

• Ability to identify the degradation of performance, “ping pong effects” when com-
municating with a repeater, situations in which a channel is “locked up” due to im-
proper parameter setting, etc. [5, 6] 

• Ability to pass authentication and credential information from one system to another 
through the gateway. [5, 6]  

• Ability to recognize when a reconfiguration results in a degraded capability. [7] 

• Ability to store configuration information. [7] 

• Ability to restore a configuration. [7] 

• The protocols and algorithms to ensure that all radios rollback to the same known 
and valid configuration. [7] 

• Ability to return to a default configuration via over the air command or reprogram-
ming. [7] 

• Ability to automatically handle significantly increased traffic volume. [3, 8] 
                                                 
23 See Use Case 1, Section 4.3.1., “Use Cases for Cognitive Applications in Public Safety Communications Systems 
Volume 1: Review of the 7 July Bombing of the London Underground,” Report No. SDRF-07-P-0019-V1.0.0, 7 
November 2007, available at www.wirelessinnovation.org. 
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• Ability to provide an effective display of current conditions and generate appropriate 
alarms. [8] 

• Ability to access building maintenance systems. [8] 

• Ability to monitor weather and environmental information and transmit to Incident 
Command and other network nodes as needed. [8] 

• Ability to transmit video feed and/or other traffic and transportation data from traffic 
control centers and/or traffic sensors to network nodes as needed. [8] 

•  Accepted agreement with TV stations as to what services will be provided, technical 
details of channels to be used, and integration of that information into incident re-
sponse procedures and training. 

• Accepted agreement with cellular service providers as to exactly what of their call 
traffic data is to be made available.  Selection of that data in operation is a function 
of cognitive functionality in the cellular infrastructure.  Provision for protection of 
privacy of individual callers. 

• Agreement between PS and DOT authorities as to traffic information to be ex-
changed and formats to be used.  Incorporation of CR capability in both systems to 
automate as much as possible of the information to be exchanged, and policies for its 
use.  Training in control of the two systems when they are connected.  Procedures 
for disconnecting the systems. 

7.2 Summary of Regulatory Issues 

The previous use cases illustrate that there are regulatory implications to realize the full potential of 
cognitive radio.  Regulatory needs across all use cases tend to fall in the following major categories: 

Category 1 - Dynamic expansion of spectrum for already licensed first responders 

Three of the Use Cases- 1, 2, and 8- had the common regulatory need of new licensing methods 
to enable radios from one jurisdiction to roam to another and be able to operate on the new ju-
risdiction’s frequencies, and possibly with new operating modes for which the radios are not 
FCC certified. 

Use Case 2 also considered “borrowing” frequencies from one jurisdiction for the sites and ter-
minals on another that normally does not use these frequencies nor is licensed for their usage.   
This scenario is complicated by the strict frequency coordination normally employed via con-
tour mapping and such to mitigate inter-system RF interference. 

Use Case 3 involved allowing public safety operation of spectrum shared with another entity 
(such as a commercial network) if the need arises to increase system capacity. 

Category 2 - Over The Air Downloads to Load Another Jurisdiction’s Operating Modes  

Use Case 1 also discussed how Role Based Reconfiguration capabilities could be greatly en-
hanced if the regulatory framework were in place to enable radios to receive over the air down-
loads of new capabilities, possibly using modes/modulations for which the radios have not been 
FCC certified.  Also,   there is work needed in the regulatory domain to enable “meeting plac-
es”, which would include (a) frequenc(ies) where radios from diverse jurisdictions could receive 
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downloads for alternate modes/frequencies and security provisions to prevent downloads from 
unauthorized individuals. 

Use Case 1 also considered the possibility of downloading the regulatory restrictions along with 
the radio code that could form a rule base to restrict the radios’   

Category 3 - Enable other users to use public safety frequencies 

As the converse to public safety’s use of the spectrum of other entities (per category 1), Use 
Case 3 also considered the case where non public safety entities could use public safety chan-
nels on a shared public/private network.    There are significant regulatory implications of the 
concept of a shared public/private network. 

Use Case 6 considered a situation where unlicensed non-first responders could be allowed to use 
frequencies allocated for public safety service. 

In both cases, regulations would need to be modified to explicitly define the circumstances and 
appropriate authorizations that should be in place to ensure that such communications is availa-
ble when needed while not adversely impacting other first responder communications. 

Category 4 - Streamlined radio certification regulations for expanded modulations and operating 
modes  

Both Use Cases 3 and 4 described cognitive radio techniques that would more significantly ex-
ploit the SDR capabilities of modern-day public safety radios to dynamically change operating 
modes and waveform parameters such as bandwidth, data rate, transmit power, frequencies, an-
tenna parameters, and type of modulation to balance/optimize loading and coverage.   Since pre-
sently the amount (and cost) of testing needed for radio certification is directly proportional to 
the number of different waveform parameter combinations that the radio will use, such ex-
panded capabilities warrant streamlining of the regulatory process for radio certification.  Also, 
the same need applies to the licensing of the sites in a given system. 

7.3 Summary of Policy & Procedures Issues 

The cognitive capabilities of the above use cases generally impact existing public safety policies and 
procedures, summarized below: 

Category 1:  Linking of Radio Communications Capabilities with Rules 

The linkage of communications capabilities with rules in Use Case 1 results is a need for new 
and revised policies and procedures that describe responders’ roles and authenticate the users 
and their assigned roles. 

Category 2:  Training of All Levels of System Users 

Almost all of the use cases may result in radios behaving differently than what has traditionally 
been the case for most existing systems, so training will be required so that users will know how 
to interact with the radio to use the enhanced capabilities for their maximum advantage.  

Also, new CR capabilities such as those described in Use Cases 2 and 4 are a significant change 
in the role of the COML or network operations manager in terms of real-time network control. 
Current systems generally rely on extensive pre-planning, and network management generally 
ensures that the network stays operational. These use cases represent a much wider range of op-
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tions for network resource management available to the COML or network operations manager, 
supported by data and analysis capabilities that are not available today. 

Category 3:  Radio Query Procedures 

Some cognitive capabilities such as those described in Use Cases 1, 2, and 4 will require system 
queries of users’ radios to ascertain their present capabilities.   Procedures must be established 
for such queries, especially if they disrupt normal communications in any manner.   Also, a 
standard definition of radio capabilities and the protocols for query/response must be defined. 

Category 4:  Policy and Procedures Harmonization for Disparate Systems 

Inherent in many of the Use cases is greater reliance on other agencies or services than in the 
past, which necessitates varying degrees of harmonization of policies and procedures across 
these entities.   

For example, Use Case 2 alludes to the possibility of combining resources of disparate systems 
(e.g., geolocation information) which necessitates cooperative sharing agreements for linking 
this information. 

Use Case 3 for a shared spectrum partnership represents a significant challenge for harmoniza-
tion of systems with significant, often seemingly incompatible, differences in policy and operat-
ing procedures into one unified policy/procedures agreement.  Such an agreement would codify 
the policies of spectrum sharing. 

Category 5:  Circumstances and procedures for coverage and system resource expansion and roll-
back 

Associated with Use Cases 2, 4, and 7 is the requirement that criteria be established to determine 
under what circumstances and how the CR techniques discussed therein be invoked for resource 
and coverage adjustments as well as rollback of such adjustments.    These policies/procedures 
must include the definition of who has the authority to expand as well as roll back these capabil-
ities. 

Category 6:  Circumstances and procedures for allowing users of another agency or service to 
communicate on a different system  

This category embodies use cases where the “foreign” user is another first responder agency 
(Use Case 1), a non first responder entity (Use Cases 2, 5, and 6), or a partner in a shared net-
work (Use Case 3).   

7.4 Conclusions 

Cognitive radio technology holds significant promise for improving and enhancing public safety 
communications capabilities.  As described in this document, cognitive radio technology can allow 
a transition from today’s concepts of a static communications capability to a dynamic capability that 
can be configured to meet the evolving demands of incident response.  The result can be: 

• Improved communication and coordination among first responders (not just the capabili-
ty to be interoperable, but a communications capability that manages interoperability); 

• Allocation of communications resources to meet the highest priority needs of incident 
response; 
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• Most effective and efficient use of the spectrum resources available for incident re-
sponse, and the means to access additional spectrum when needed. 

In order to realize these improvements, effort and investment is required to: 

• Develop additional technical capabilities and functions; 

• Address  regulatory restrictions that impact the ability to implement those technical ca-
pabilities and functions; and 

• Develop operational policies and procedures to harness the power of a more dynamic 
communications capability. 

The definition of required capabilities in Section 7.1 forms a research and development agenda.  
The next step, which is being addressed by the Public Safety Special Interest Group, is to assess the 
maturity of technology with respect to those functional requirements, and to outline a roadmap for 
the development of technology that can meet the requirements. The regulatory considerations listed 
in Section 7.2 will be considered by the Forum’s Regulatory Committee for future recommenda-
tions.  The policy and procedural considerations listed in Section 7.3 will be addressed within the 
context of specific technology and regulatory developments. 

To tie these threads together and provide an overall perspective of the role of cognitive radio tech-
nology, the Forum is also beginning a project, Information Processing Architecture (IPA), to devel-
op a more detailed architecture based on this scenario (as well as use cases from other domains).  
This project will provide a general top-down model and a series of tools for depicting Operational, 
Systems, and Technical Standards Views of the structure of complex systems that will aid in defin-
ing, designing and selecting Cognitive Radio processes relevant and useful to Communication Sys-
tem stakeholders. Using a top-down approach will facilitate an improved understanding of the struc-
ture and relationships between Information Systems that span user domains, and allow users to as-
sess the role of their systems with these architectural products. 
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A  Acr onym L ist 
 

AP Access Point 

AV All View (pg. 28) 

AVL Automatic Vehicle Location 

COML Communications Unit Leader 

DOT Department of Transportation 

DPW Department of Public Works 

EM Emergency Manager 

EMS Emergency Medical Service 

EOC Emergency Operations Center 

EOD Explosives Ordinance Disposal 

FDMA Frequency Division Multiple Access 

HQ Headquarters 

IAN Incident Area Network 

IC Incident Command 

ICS Incident Command System 

IED Improvised Explosive Device 

ITS Intelligent Transportation System 

LE Law Enforcement 

LMR Land Mobile Radio 

MCC Mobile Command Center 

OFDM Orthogonal Frequency Division Modulation 

OV Operational View (pg. 28) 
PPE Personal Protective Equipment 

QoS Quality of Service 

RF Radio Frequency 

RFID Radio Frequency Identification 

SV System View (pg. 28) 

TDMA Time Division Multiple Access 

TV Technical View (pg. 28) 
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B  E xtr act fr om the F or um’ s Submission to I T U 
Note: In the original Submission to the ITU the Forum’s contributions were additions and sug-
gested changes to an existing document. Thus the Forum’s contribution text was high-lighted in 
the color blue. The following are relevant extracts applicable to the subject matter of this use 
case document. 
 
Extract from Chapter 3: 
 
“3 Security Considerations for Operational Cognitive Radio Networks. 
While there are other potential areas which might employ such policies, cognitive radio node and 
network operations are likely to be driven by machine interpretable policy statements that are 
expressions which govern current security, regulatory, cognitive behavior and operational rules 
and restrictions. Each of these different types of policy is likely to be separately downloadable 
items since responsibility of their content is determined by different entities. For example, regu-
latory authorities define policies regarding regulatory aspects of operations and perhaps related 
security aspects.  Service providers and network operators may use security policies to define 
aspects of download operations as well as operational constraints concerning aspects of cognitive 
behavior, while users might provide policy input regarding privacy of their data and communica-
tions.  
 
 There are a number of aspects related to these policies which should be considered and studied 
for standardization. These include: 
• How many different policy types are needed (e.g., regulatory, network operations and ter-

minal security, user security/privacy, cognitive terminal behavior, perhaps manufacturer 
defined policies regarding software downloads/updates)? 

• How these requirements are expressed in a standard policy language in order that standar-
dized implementations can be defined? 

• Who creates the policies and how are the policies securely distributed and loaded into the 
terminal securely? 

• What are the related integrity and authentication mechanisms used to safeguard the content 
of the policies, and how does a terminal determine who the authorized policy issuing enti-
ties are for each type of policy? 

• How are regulatory and other authorities (including the user) assured that a cognitive radio 
node or network actually enforces the stated policies correctly? 

• Is there a need for independent testing and certification entities and processes to certify 
compliance? 

These are a few of the operational aspects which derive not only from cognitive radio aspects but 
also from the underlying software defined radio technology used to implement the radio plat-
form. We shall discuss each of these in more detail. The security of these policies, maintenance, 
distribution process, expiration, are important to the robust operation of telecommunications and 
civil preparedness, and the approach to these issues can have significant benefit – cost ratio im-
pact. Below, we discuss the design issues. However, it is readily apparent that for commercial 
telecommunications the complexity of policy management functions should be hidden from the 
subscriber terminal by performing as much of the cognitive functionality as possible at the base 
stations and within the network support at the base infrastructure. 
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8.3.1 Policy Languages 
In the ideal case, the language used to express the rules expressed by any given type of down-
loadable machine interpretable policy should be defined and standardized. Whether the same 
language is used for all types of policy or whether each type has a unique expression tailored for 
the specific policy type is one aspect to be considered.  Any such language must possess the ca-
pability for flexibility to be able to evolve as operational, regulatory and security needs change 
and evolve.  The IEEE P1900.5 Working Group is actively studying this topic to develop rele-
vant standards.  
 
Standards in this area can significantly reduce terminal design complexity by avoiding the need 
for a radio node to implement multiple rules sets. Common standards also avoid the concomitant 
complexity required to certify that a terminal’s operations properly conform to the varying poli-
cies.  However, even with the use of standards defining policy languages, past experience with 
telecommunications security mechanisms recommends the use of strong integrity and authentica-
tion mechanisms to ensure that only valid policies from authorized sources are downloaded and 
implemented in a cognitive radio node. Thus the standards covering policies should include rele-
vant security measures necessary to safeguard their content. Some recommendations for consid-
eration are addressed in the next section. 
 
8.3.2 Policy Integrity, Authentication and Verification 
It has long been recognized that the processes for downloading software or policy into SDR plat-
forms requires integrity and authentication mechanisms to minimize the threat of hacking SDR 
software.  Even in an SDR software environment based on open standards, the barriers to hack-
ing are fairly high because detailed knowledge of the terminal is required in order to produce 
code which can change terminal behavior. However, the use of a standard format to define op-
erational policies regarding security, regulatory and other aspects of cognitive radio network op-
erations could significantly lower the barrier of knowledge required and could ostensibly be 
viewed as increasing terminal vulnerability. The key to avoiding security weakness due to use of 
public standards is use of robust security mechanisms of encryption and authentication. 
 
It is also essential to constrain who may actually author policy statements while also ensuring 
that the terminal receiving a policy statement will only accept it from an authorized source for 
the specific policy type. The definition of authorized sources for a given set of policies might 
itself be defined within another policy loaded by a service provider/operator.  Included with the 
definition of the list of authorized sources and the policy types which each is authorized to author 
and distribute, should be the associated Digital Certificate containing their public keys. Each cer-
tificate must be able to be authenticated down the chain of trust to the Root Certificate. Because 
of global roaming, and very different areas of interest, a given terminal might actually have to 
support several different chains of trust, each relying on a different root certificate. Also due to 
the security critical importance of Root Certificates, each terminal should have a tamper-proof 
mechanism to safeguard the Root certificate(s) as well as any private keys used by the terminal 
for its security processes.  Alternate methods of protecting root certificates are also available.   
 
Robustness of these mechanisms varies in importance depending upon the type of network and 
role of the network node (e.g., commercial telecommunications, public safety, etc). Standardiza-
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tion in these areas can simplify terminal and network design and operational complexity, and can 
permit the creation of independent certification authorities to ensure compliance with any rele-
vant standards. 
 
The integrity of all policies downloaded into a radio node must be maintained in storage, while 
in use, as well as after the radio power is turned off. This integrity can be maintained by storing 
the policy statements with locally applied integrity mechanisms, or by storing the policies in 
tamper proof storage accessible only to the security enforcement mechanism. 
 
8.3.3 Policy Management Infrastructure 
Historically, the creation of digital signatures and certificates necessitated the creation of a Pub-
lic Key Infrastructure to support their use and distribution. Consequently, there exists a number 
of corporations around the globe who issue and manage digital certificates for public/business 
use.  Similarly, the use of downloadable machine interpretable policies will also necessitate a 
Policy Management Infrastructure (PMI) to create, distribute, maintain and manage the relevant 
policies. The infrastructure could make use of existing PKI systems or incorporate similar yet 
independent capabilities within the PMI system itself or it may be that service provid-
ers/operators would establish their own PMI capability to service their subscribers. Regulatory 
bodies could employ these entities to distribute their policies or establish their own.  Standards 
governing the establishment and required services may substantially simplify equipment design 
and operational harmonization. 
 
8.3.4 Policy Conformance Testing and Certification 
Consideration needs to be given to the manner in which conformance to any relevant standards 
or requirements is determined, regarding policy interpretation and enforcement/implementation 
by a cognitive radio node. For public/commercial applications, manufacturer self certification 
may be adequate, however for radios used for public safety/law enforcement, and other govern-
mental applications, more rigorous methods should be considered. 
 
For example, security requirements, policies and related implementations might undergo a certi-
fication process. Within this type of structure, different levels of assurance might be applied to 
the different cognitive radio applications. This form of certification would address the authenti-
cation mechanisms, storage and protection of the associated certificates, as well as protection of 
the integrity of the downloaded policies as examples.  Similar or even the same methods might 
be applied to validate enforcement methods for regulatory and other types of policy. 
 
8.3.5 Audit Logs 
Audit logs are often viewed as a security mechanism and while this is a true statement, audit logs 
can also be used to provide other functions. In the context of cognitive radio systems, logs which 
record terminal behavior (transmission events including time and terminal location) can be used 
to assess cognitive radio network performance as well as review conformance to operating 
rules/policies.  Such logs need not be maintained on the terminals for any length of time because 
they can be uploaded (after appropriate security measures are applied to ensure the integrity as 
well as non-repudiation of the content). Such a log might also be a means of identifying offend-
ers who interfere with primary users and could be the basis for compensation to those users).  
However to be effective and to avoid proprietary implementations, standards for the recording, 
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uploading and the associated security measures used would result in a more effective system and 
allow simpler overall management and use of audit log contents. This would be particularly im-
portant if national regulatory bodies made this a mandatory function for cognitive radio networks 
 
8.4 Authentication 
Authentication and non-repudiation are recommended to be the foundation of most security func-
tions employed by CR networks. Network operators would be assured that terminals requesting 
service were indeed legitimate users while mobile terminals would be able to authenticate that 
the CPC they are receiving is from a valid source and not a fraudulent source attempting to insert 
itself in the midst of a communication.  Likewise as addressed in other sections and in Annex 3, 
authentication is essential for secure download of software updates, electronic policy statements 
and even economic transactions between a service provider and a user terminal.  
Thus it would appear that authentication standards need to be established for global use across 
many different functions.  This includes definition of the secure hash to be used for digital signa-
tures, as well as relevant protocols to be applied. There are of course standards already existing 
in this area, but study and recommendation of those to be applied to cognitive radio networks 
would seem appropriate.  It also may be necessary to develop new protocol standards for unique 
aspects of these types of networks.  
 
8.5 Certification and Conformity 
Some aspects of Certification and conformity are included in Section 8.3.4 and 8.16.1.3.” 
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Extract from Annex 3 (to Annex 10 to Doc. 5A/45) 
The Forum’s Comments on the Cognitive Pilot Channel 

“Security Considerations for Cognitive Pilot Channels 
The benefits of a Cognitive Pilot Channel (CPC) may outweigh any negatives, but only if securi-
ty measures protect the channel from adversarial tactics such as intentional jamming (potentially 
disrupting a public safety organization’s communications), and spoofing (an adversary mimick-
ing a CPC to misdirect and disrupt communications).  Such attacks could derive from a variety 
of sources including criminal activities, terrorist activities, or malicious groups of hackers. 
 
The specific countermeasures that may be most effective to mitigate such threats will depend 
upon the format of the air interface used for these communications.  For example, the control 
channels of a CDMA system are protected by the unique spreading codes associated with each 
base station. This provides a measure of security and the existence of multiple base stations with 
overlapping coverage provide a form of redundancy to somewhat mitigate jamming.  However, 
an adversary could have equipment which allows it to discover the codes being used and repli-
cate them in attempts to “spoof” users into believing that the adversary is a legitimate base sta-
tion and thus seriously disrupt communications. 
 
Similarly the control channel of GSM networks is embedded into the multiplexed data stream, 
which makes it difficult for an adversary to mimic the behavior of the complete data stream. Ra-
ther than analyze all of the existing formats and since the format of the CPC has not yet been de-
termined, we shall address general principles that can be applied when the CPC is designed. 

B .1.1 A nti-spoof M easur es 

Perhaps the strongest measure against spoofing is the use of Public Key Cryptography to protect 
the integrity of the data while simultaneously providing assurance to the mobile terminal that the 
source of the pilot channel is legitimate.  In this method, the pilot channel would periodically 
broadcast the content of its digital certificate (X.509) containing values which include its unique 
identifier and which defines its role as a CPC source. When received, the certificate can then be 
authenticated by the terminal through a chain of trust to a given root certificate using standard 
PKI authentication methods. The content of the CPC would itself not need to be encrypted (un-
less there is sensitive data which can be exploited), but each transmission block would carry a 
digital signature created by the CPC.  Terminals could then authenticate the signature and thus 
validate the integrity of the data stream and the source. To guard against replay, the transmission 
should contain time of day information also protected by the signature. 
 
This is perhaps the best method for preventing spoofing of legitimate CPC sources since it is 
completely independent of the signaling format of the air interface and employs robust but sim-
ple and straightforward security measures that are likely to also be used in support of secure 
downloads of policies and code updates to the mobile terminal. 
 
 Similarly, the terminals could use digital signatures on their transmissions in the uplink to vali-
date and authenticate themselves to the CPC source, including a copy of their digital certificate 
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containing their public key in these transmissions. The certificate upload would only be neces-
sary upon entering/re-entering a network since it could otherwise be distributed to other CPC lo-
cations or to base stations using the network infrastructure.   

B .1.2 A nti-jamming measur es to pr otect against denial of ser vice 

In the following discussion, the CPC is viewed as a logical or virtual channel independent of any 
given air signaling format.  The CPC may become an essential component of telecommunica-
tions access.  Specific CPC implementations may require different measures to diminish or prec-
lude the effectiveness of jamming by terrorists or criminals. We shall thus limit our discussions 
in the main to general measures which should be considered until such time that CPC air signal-
ing formats are defined. 
 
In the commercial/civil domains the most effective measures against jamming are to raise the 
barrier to jamming so that jamming is either ineffective or infeasible. One way to raise this bar-
rier is if the CPC is broadcast simultaneously from multiple sources with overlapping coverage. 
In this case, it becomes difficult to jam since each CPC source would have to be individually 
jammed.  Thus, in CDMA networks each base station could broadcast a duplicate of the CPC 
allowing a terminal multiple opportunities to locate a legitimately usable channel.   
 
Another possibility might be to broadcast the CPC downlink as a subcarrier on a commercial tel-
evision channel. In this instance the CPC would contain information (frequencies, codes, etc.) 
that would allow the mobile terminal to establish a communications channel to a base station. 
The high power of the commercial TV broadcast by itself provides a strong measure of anti-jam 
protection and the fact that there are likely multiple TV stations broadcasting provides redundan-
cy. These examples are intended to point out that methods are useful which raise the barrier to 
jamming by requiring a terrorist or criminal to use more resources to in their attempts to jam the 
CPC. 
 
Of course, the design of the CPC coexisting within the signal format of the cognitive radio sys-
tem may employ other anti-jam measures including coding, frequency hopping or other spread 
spectrum measures typically used on military systems. These techniques, however, can create 
complexity in the design of the overall system and increase synchronization times for terminals 
entering a new area of communications, as well as increasing terminal costs.  

B .1.3 C PC  Secur ity C onclusions 

We recognize that the cost and performance of specific measures to be used must be considered 
in view of the intended communications application (e.g., commercial, local/state public safety, 
federal/national public safety, etc.) as well as a risk and threat assessment.  
 
The risk and threat assessment must consider the costs of the security measures being contem-
plated as well as assessing the risk and specific vulnerabilities of the planned CPC. Other costs 
and impacts that should be considered include the cost of recovery from successful exploits as 
well as the potential for loss of life or injury to individuals if the system is compromised or 
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jammed. This latter aspect may only be relevant when public safety, civil/governmental law en-
forcement or military communications are involved.  
 
However, it will be important for the CPC to include authentication as a minimum since it will 
likely be part of the terminals’ capability and is an effective means of providing anti-spoof pro-
tection. “  
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